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FROM THE CHAIRMAN'S DESK
The spectacular march of the young Indian Republic is facing complex security
challenges, which have the potential to derail its economic and social progress.
26/11 was an unprecedented attack on our nation. It reinforced the often
forgotten fact, that we have a war being waged against us. The difference was
26/11 was an attack on the economic centers and establishment of our
country.
On the one hand, some of our neighbours have combined conventional
military wisdom, and statecraft to support terrorist organisations that are
determined to bleed our nation. On the other, naxalism and Maoist violence is
spreading. It is a crisis unparalleled in the history of young India.
After many years of neglect, there are real priorities facing the Government.
These are two-fold – one to ensure that all steps are taken to prevent further
attacks elsewhere in the country, and the second to revive the confidence of
the people here and worldwide by being seen to be taking the necessary steps
to secure our nation and people from future attacks.
I believe, as does FICCI, that a secure India is critical for our sustained
economic progress and that the time for platitudes and rhetoric is long gone.
To secure India requires immediate and actionable steps and so FICCI had
organized a Conference on Terrorism and National Security in the aftermath of
26/11, where a series of action points were finalized and published. To further
reinforce that, FICCI assembled some of the finest minds in the field of
national security and terrorism to understand the challenges, to put together a
comprehensive set of policy suggestions that the government, the corporate
world and the civil society must adopt without further delay. These are
contained in this – the first Volume of the Report.
The Corporate sector has long been silent spectators in the debates on issues
like National security. I hope this first volume of this Report will serve to
involve the Corporate sector and civil society at large into this very important
issue of national security and securing India.

Rajeev Chandrasekhar, MP
Chairman, FICCI Task Force on National Security and Terrorism
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PREFACE
Conventionally prepared to protect their borders and people from organized
militaries, countries across the world are now being persistently challenged to
defend themselves against virulent ideologies and individuals strapped with
explosives. Terrorism has the capability to cripple economies, stunt welfare and
create unforeseen global crises, even dragging countries into wars. It is not as if
there are no precedents in history. At the peak of a great economic boom, similar
to what the world is witnessing over the past two decades, a Serbian terrorist
murdered Archduke Franz Ferdinand of Austria and plunged the world into World
War I, one of the bloodiest wars in human history.
Given its heterogeneous population, location and the newfound status on the
global stage, India is among the key targets of a host of terrorist groups–from
foreign jihadi groups to the tribal insurgents of northeast and the Maoists in the
heartlands.
As India rises from a colonial past and shakes away socialist lethargy to reclaim its
rightful place among the world's biggest and most influential economies, it is
constantly being challenged repeatedly by unexpected and unprecedented
means of terrorism.
The year 2008 exhibited that terrorism and internal insurgencies remain the
biggest threat to our national security, our businesses and our way of life. Such
continual increase and spread of terrorist attacks across India indicates
ineffectiveness of measures and investments made towards national security in
recent years. All the military preparedness seems nowhere close to take on the
non-state actors conspiring against India.
Unless drastic measures are taken, there can be no assurance that India will be
able to prevent the next major terrorist attack, and to reassure the global
investor about the `India rising story'.
While the terrorists may proclaim their war on the government, their immediate
targets mostly are private businesses and innocent people. Motives of the
terrorists include hurting the business sentiments and India's international image.
The objective is increasingly to cause pan-India terror, to shake up global
confidence in its governance and scuttle its economic rise. The terror attacks are
meant to be public statements against the growing global confidence in India as a
stable, emerging economy with competitive and merit-based business
environment.
India is already late in putting in place a robust response to terrorism, in creating
a dynamic, multi-layered response system and pre-emptive intelligence gathering
and sharing mechanism. Existing system is woefully inadequate, and the very
framework of those responses do not take into account the role of many players,
especially the private sector and civil society in fighting terror.
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Even if the cost of terrorism represents a small fraction of the overall economic
risks in India, it could have serious impact on productive capital across the
country. Terrorists not only kill people but also seriously damage infrastructure,
industry, and ultimately destroy confidence of both the common man and the
investor. Given the serious security challenges that our country confronts today,
FICCI believes that Indian business needs to invest in greater research and
analysis, and continues its effort in building resilience in response to the
challenge.
The 26/11Mumbai attacks and the rising tide of Maoist violence have definitively
changed the ways in which both the public and the private sectors deal with
extreme events.
Business resilience and business continuity management despite terror attacks
are the best contributions that the business community can make to counter
terrorism. It is important, therefore, for business to rise to this challenge. For this
to happen FICCI, as representative of the Indian Business community would like
to take a pro-active stance and do its part to contribute to strengthening our
nation's fight against terrorism.
To kick-start its active participation in the national policy making on terrorism
and national security, FICCI organized a Conference on National Security and
Terror on December 12, 2008 in the national capital. The Conference was
followed up with the convening of the FICCI Task Force on National Security and
Terrorism. The Task Force met on February 11, 2009 for the first time to lay down
a consultative framework that has now culminated in this Report.
FICCI is confident that the “Task Force Report on National Security and
Terrorism” would help the Government enhance and augment the nation's
internal security. The Report projects a broad vision and recommendations on
counter-terrorism measures for the Central Government's consideration. It calls
for the government to undertake viable and implementable solutions to the
multiple and complex security challenges that India confronts today. It further
calls for greater involvement of industry in national security strategies and
improved cooperation between policy-makers, government and Industry as part
of a robust public-private partnership.
Ultimately, all great battles are fought in the mind. In a landscape of evolving
terrorist threats and spreading violence, it is the need of the time that new ideas
and institutions must come up to create lasting solutions. The FICCI Task Force
Report is a small attempt in that direction.
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EXECUTIVE SUMMARY
The FICCI Task Force Report on National Security and Terrorism catalogues with
deep concern, the extent to which a pattern of contemporary jihad and
homegrown terrorism has manifested itself in India. In doing so, the Report
documents how Pakistan's dubious policies on terrorism and its military
establishment infused with jihadist mindset, will continue to threaten India's
security in the coming years.
That biggest external threat emanates from ongoing cross-border jihadi
terrorism, supported by ISI and Pakistan-based Islamist fundamentalist
organisations such as Lashkar-e-Taiba and Jaish-e-Mohammad who, in turn, are
inextricably linked to international jihadi groups like Taliban and Al Qaeda. The
Report reflects on how threats from Bangladesh, and through other porous
borders, has assumed serious dimensions. These borders are serving as a conduit
for ISI sponsored infiltration of terrorists, smuggling of fake currency and other
contrabands.
The report examines how homegrown Islamic extremism under the banner of
such groups as the Indian Mujahideen (IM) and Student Islamic Movement of
India (SIMI), orchestrated by foreign terrorist groups of Pakistan and Bangladesh
origin, are posing new threats. The foreign jehadi groups have shifted their
strategy from attacking the northeast and Jammu and Kashmir to targeting
sensitive and strategic targets in India's heartland. Their objective is to fuel
sectarian tensions, undermine confidence in India's burgeoning economy,
destroy national confidence in its political system and attack its open society. The
report concludes that Pakistan will maintain its infrastructure of terrorism – the
networks that recruit, train, equip and finance jihadists - inside Pakistani
territory. The following recommendations are made:
!

Leverage international cooperation by co-opting foreign expertise for
developing capacity, monitoring movements of terrorist leaders, and
sharing information and knowledge with them.

!

Develop capabilities for covert and overt operations on terrorist
locations.

!

Have a common investigation cell for whole of India rather than
piecemeal investigation.

!

Put in place calibrated and well defined decision-making process and
ensure accountability at various levels.

!

Put in place strong 'Immediate Response' mechanism and tailor-made
terrorism prevention and incident management drills for each metro city.
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!

Immediately undertake vulnerability assessment to identify areas and
establishments requiring necessary security measures.

!

Incorporate private sector and civil society into India's war on terror.

The second chapter of the report reflects on what has emerged as India's biggest
internal security threat–Maoist insurgency and the lack of a robust institutional
mechanism to deal with them. Naxalite attacks have grown in both intensity and
frequency, fuelled by a number of grievances. Insurgents have employed a
combination of strategies including human wave and hit-and-run tactics to
overwhelm towns and security force compounds. The territorial gains of the
Naxalite insurgency have undermined the authority of state and central
governments through the creation of parallel “people's governments” within
Compact Revolutionary Zones where the rebels practice land redistribution,
operate people's courts, and raise funds through extortion and taxes. Insurgency
has also threatened India's growth and development by undermining the stability
of strategically important regions that are rich in mineral and energy resources,
including coal, iron ore, manganese, and bauxite.
The report highlights the fact that the absence of a conflict resolution mechanism
in such a set up has only alienated the population. For instance, in the backward
tribal regions of Andhra Pradesh, Bihar, Chhattisgarh, MP and Orissa, the Maoist
insurgents have expanded their hold exploiting the long-standing and unattended
grievances of tribal population and landless poor. They have emerged as the
alternate to democratic and administrative instruments denied to the affected
people. In these parts, social security mechanisms are absent and the Maoists
have tried to exploit such gaps to increase their influence.
The Report further observes that the threat posed by the Naxalite insurgency is
also exacerbated by its reported links with other insurgent groups in South Asia,
including separatist groups in India's northeast and the Communist Party of Nepal
(Maoist) (CPN-M). On a tactical level, concerns also remain over Naxalite
insurgents and Nepali Maoists obtaining arms, training, and sanctuaries in each
others' territories. The government's approach toward Naxalite insurgency has so
far recorded limited success, with each affected state developing its own security
response. The Task Force's assessment is that the lack of coordination between
national, state and local security services and lack of developmental initiatives
leading to increased urban-rural divide, have prevented a containment of the
Naxalite threat.
The report notes with dismay, in the third chapter, that many of the major
insurgencies of northeast are yet to be comprehensively put down. In fact, in
2008 violence in Manipur increased almost 25 per cent over the previous year
and as the year drew to a close it was clear that only a firm and grand strategy
from New Delhi could quell the troubles of the state. The situation in Assam and
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Nagaland too were disappointing, while in rest of northeast relative peace is
slowly becoming a reality. New Delhi needs to urgently come up with a
comprehensive policy package to ensure peace in northeast, one of India's
strategically most crucial areas.
The second part of the report details the recommendations of the FICCI Task
Force. It discusses in detail various options available to handle Pakistan, the
hotbed of all anti-India activities. The Task Force discusses a range of hard
options such as economic embargo to surgical strikes and an all-out war, and a
set of soft options such as sharing intelligence, improving military-to-military
relations and better cultural ties. The Task Force is convinced that Pakistan has to
make a clean break from its existing state policy of supporting terrorism.
Meanwhile, India needs to build up its capabilities to counter Pakistani state
designs, if it doesn't disown terrorism and come clean, the Task Force
recommends.
In the second set of recommendations, to quell the challenges posed by Maoist
insurgency, the report recommends the following measures:
!

A long-term solution that ensures India's rapid economic growth that is
inclusive and sustainable for its largely rural population.

!

Issue of land reform and redistribution should be addressed to prevent
the spread of naxalism to the vast tribal areas.

!

Upgrade education, healthcare, and general infrastructure at the village
level.

!

On the security front, there is a need to upgrade intelligence
infrastructure, rural policing and inter-linkages while seeking local
solutions to local instabilities.

Series of terror attacks on India have not only raised the questions on the
credibility of intelligence agencies, and their preparedness, but also on the very
policy framework of successive governments to deal with terrorism. Home
Minister P Chidambaram in his speech to the Parliament on December 11, 2008,
emphasized the need to make intelligence gathering and intelligence sharing
more effective and result-oriented, which is timely and a welcome proposition. In
the backdrop of fundamentally changed contours of internal security, intertwined
with external threats, the report underscores the need for evolving a “National
Counter-terrorism Architecture” and makes following recommendations –
!

Need to revamp the intelligence structure both quantitatively in
numerical strength, and qualitatively in a multi-faceted multi-dimensional
manner to improve the country's capabilities to collect terrorist-related
intelligence. The intelligence agencies must turn professional and avoid
bureaucratic approach.
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!

Intelligence information must be efficiently converted to 'actionable' and
reach the right 'actioning element' speedily.

!

Joint Intelligence Committee should be made more efficient and
accountable.

!

National Counter Terrorism Agency with all India jurisdictions as a central
system for intelligence gathering, analysis and dissemination of
information should be considered.

!

The formation of National Intelligence grid, as an integrated model of
information sharing, under the proposed National Counter Terrorism
Agency is an urgent imperative.

!

A separate Ministry of Internal Security with an independent minister to
deal exclusively with counter terrorism and Left Wing Extremism should
be examined.

!

Creation of Department of Physical Security in the Ministry of Home
Affairs should be examined to focus exclusivity in this area.

A fully modernised and equipped Police force in terms of manpower, weaponry,
mobility, communication and close cooperation between the State and the
Central Police forces, is an important component of preventive mechanism. Beatconstables have an important role to play in identifying suspicious elements. The
Station House Officer (SHO) in-charge of the police station should remain
responsible for crime control, law and order and prevention of terrorism. The
Task Force, therefore, strongly recommends strengthening the SHO and his
resources to:
!

Bring greater efficiency and effectiveness of local police stations that
would enable them to play their role in counter-terrorism.

!

Build a professional modern police unit free from extraneous pressures
in all states and as well as the Central police forces.

!

Recruitment to the police should be taken up on priority basis and in a
fair manner.

!

Strengthen cordial police-community relations.

!

Build 'intelligence led' policing as a strategy.

The critical requirement to augment and strengthen coastal security units to deal
with the newest frontier of terror - Maritime Terrorism - is analysed in detail.
While the Indian Government is keen to address maritime security in the most
effective and time bound manner, the report is of the view that much will be
achieved if a 'mission mode' work ethic is infused. Some of the
recommendations in this regard are –
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The Coast Guard should have overall command of coastal security and
the Navy should be called only for emergency duties.



Coastal police need to build more coastal police stations. Coastal
patrolling should be handed over exclusively to the coastal police who
need to be trained in maritime policing roles.



The force needs to be empowered with enhanced infrastructure and
personnel to carry out its task. It should be designated as the nodal
agency for coastal security.



Indian fishermen need to be actively engaged and utilized as the eyes
and ears of coastal security establishment.

The Report also notes that security concerns have now gone beyond the purview
of traditional security and have trespassed into the economic and technological
fields, needing priority attention. The Report, therefore, focuses on the paradigm
shift in threat perception by Corporate in India, their concerns, the need for
strong public-private partnership, and the importance of co-opting the civil society
at large to deal with the new dynamics of threats. All these years, security was
considered as a support function for businesses, rather than a necessary evil,
without much use. But post 26/11, terror has taken a new dimension and the
subject of security has entered the corporate boardroom. Given the changed
security risk perception, the report impresses upon the Government to:


Address the security concerns of the private sector



Adopt mechanisms to facilitate partnership between the Public and the
Private sector, and enhance public-private sector training and knowledge
transfer



Recognize the value of the private sector and NGO as a resource partner
to, and innovator, in the public sector including information-sharing and
critical infrastructure protection.

In its final set of recommendations, the report's focus is on the 'role of the media'
and certain guidelines that it should pursue as a responsible medium while
reporting on terrorism. The Task Force is of the view that the Media has a right,
responsibility and duty to keep the people informed and makes the following
observations - the media information should be factual and responsible,
exaggeration or sensationalisation of events and provocative media coverage
must be avoided, national and community interests should be borne uppermost in
mind in media coverage, nothing should be done or shown which helps the
terrorists, their planners, mentors and forces inimical to India, in this highly
competitive era of 24/7 coverage and trying to score points over rival media
agencies i.e. the 'first to report' syndrome, and unhealthy practices and coverage,
to be avoided. The report, therefore, impresses upon the media to have selfimposed restraint and discipline and establish their credentials as a responsive
and responsible channel of information to the public.
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TASK FORCE RECOMMENDATIONS:
HIGHLIGHTS
Create
!

A National Counter Terrorism Agency

!

A National Intelligence Grid

!

A Ministry of Internal Security with a cabinet minister

!

A new intelligence agency dedicated to non-state actors


Implement Police Reform on priority basis



Re-energise the Beat Constable system



Revamp Coastal Security Apparatus, Navy should not be involved
in looking after coastal security



Improve private sector involvement in fighting terrorism



Amend Private Security Agencies Act, 2005



Develop a specialised cadre for National Security Management



Put more stress on human intelligence



End political misuse of IB

Key Recommendations


Strengthen Intelligence Bureau for collection of intelligence, its
collation and analysis, and for dissemination. End misuse of IB for
political ends.



Put more stress on Human Intelligence (HUMINT): Over the years,
focus has shifted more to technical intelligence, with human aspect not
being paid enough attention. No amount of Techint can substitute an
intelligence operative or an astute and experienced analyst.



Develop mechanisms to monitor and advice on adequate follow up
action: In the present system the provider of intelligence lacks the
authority or means to ascertain if the intelligence has been taken note
of and acted upon.



The assessed intelligence information must be reported to the Cabinet
Committee on Security (CCS) so that the committee is sensitised. This
practice does not exist and does not allow for the adoption of a
proactive policy.



Develop a specialized cadre for National Security Management: India
does not have a cadre dedicated to national security. For example, an
officer who was previously Secretary (Fisheries) in a state is brought in
as Joint Secretary in charge of internal security or defence. This
generalism in the IAS needs to be reformed and therefore there is a
need for a specialised cadre for national security management.
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Have a need-driven review of intelligence assets and capabilities: There
have been crisis-driven reviews in India, undertaken after perceived
intelligence failures in order to identify deficiencies. India has never had
a need-driven review of its intelligence assets and capabilities. Reviews
of performance and capabilities should not wait for disasters and crises
before they are undertaken.



Set up a new agency focused on the collection of intelligence about
non-state actors through human and technical penetration: Intelligence
priorities have undergone considerable changes during the last decade.
Now threats to our internal security from non-state actors will keep us
preoccupied in the short and medium terms. This is a specialised and full
time task which neither the IB nor the R&AW, as they are constituted
today, would be able to perform adequately.



Better Interface between National Technology Research Organisation
(NTRO) and other intelligence agencies

Create A National Counter Terrorism Agency (NCTA)


The proposed NCTA should have powers to investigate all terrorismrelated cases across the country



There should be a Director-General, Counter Terrorism, who is the exofficio special director of the Intelligence Bureau with all counterterrorist work, multi-agency centre and joint task force on intelligence
centralised under his control



The Director-General of Counter Terrorism should be part of IB, giving
him total access to the intelligence data and capabilities



Specialised counter terrorist force, such as the NSG, should be brought
under the control of the agency for undertaking intelligence driven
operations

Create A National Intelligence Grid


Develop the National Intelligence Grid under the proposed National
Counter Terrorism Agency.



To create a national information exchange grid, gathering data from
varied sources such as telecom, banking, immigration, national
identities, electronic spectrum, and existing intelligence, police,
paramilitary and other government agencies and funnel it through
powerful analytics capability to predict trends, events and create 'over
the horizon' visibility within the next 24-36 months. This grid will have
strong analytics and pattern recognition capabilities to decipher
relationships between seemingly unrelated events.



Establish a separate data mining organisation: Data-mining, is an
important tool in stabilising correlations between various sets of
information from immigration authorities, transport bodies, police
stations, intelligence databases, mobile telephone operators, etc.
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Create a Ministry of Internal Security
The reorganisation of Home Ministry with the institution of post of single
Internal Security Ministry to include Counter Terrorism and Left Wing Extremism
needs to be pursued as a critical national security reform. The Ministry should be
headed by a Cabinet Minister dedicated to Internal Security.


Create a Department of Physical Security in the Ministry of Home
Affairs: The Department of physical security should act as the nodal
point for coordinating and strengthening all physical security measures.



Implement Police Reform on priority basis: Police reforms are a critical
component of public governance reform and however minimalist one
may be about the government, law and order is a key governance area.
The much-needed reforms in the police and criminal justice system can
no longer be postponed.



Re-energise the system of Beat Constable: The 'beat constable' concept
has to be resuscitated if the preventive mechanism has to have
meaning. The initial inputs regarding suspicious, terrorism-related
activities used to come from the beat constables. The Station House
Officer in charge of the police station used to be responsible for crime
control, law and order and prevention of terrorism. Cordial policecommunity relations helped in prevention and investigation. Today, their
roles have been diluted.



Ensure Proper Training of Constables and Sub-Inspectors: Constables
and sub-inspectors are hardly sent for training courses once they are
confirmed in service.



Establish State Level Special Task Forces (STF): State level Special Task
Forces must be provided with facilities for their superiority with
weapons and tactics.



Establish specialized riot-control and counter-terrorism units in all
major cities is recognised

Revamp Coastal Security Apparatus


The Navy should not be involved in looking after coastal security. It is a
task that will blunt the very purpose of the Navy.



The Coast Guard should have overall command of coastal security.



The Marine and Preventive wing of the Customs should be disbanded
because it's a hot bed of corruption.



The duties of coastal patrolling should be handed over exclusively to the
coastal police.
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Role for corporates and civil society in fighting terrorism


The private sector must work closely with the public sector to articulate,
develop and implement a terror prevention/ response plan.



Members of the private and the public sector should conduct scenariobased, simulation exercises (together and separately).



Improved quality and mechanisms for exchanging relevant information
between government and business so that financing of terrorism can be
countered.



India needs to take a systematic approach to leveraging IT in the war
against terror.



Consequence management: Government should work with the private
sector to encourage and spread best practices on consequence
management and business continuity.



Emergency response network: While the majority of the emergency
response networks are in the public sector, business can contribute
significantly to emergency response.



Private Security Agencies Act, 2005
o

It still doesn't allow them to carry weapons. The security men
guarding our monuments and ATMs have the kind of weapons that
private citizens can buy if they have a licence.

o

There should be a national regulator who will issue licences at the
national level to the security agencies.

o

All private security agencies need not be given arms licence for
automatic weapons. The government will have to put in place some
parameters for the security agencies–violation of which should lead
to the cancellation of their licences.

WHAT CORPORATES CAN DO
Make assessment of risk potential in as much detail as possible and develop a
mitigation strategy, align the strategy with the rest of the business partners,
provide the security options that one can choose from–guards, electronic
surveillance, etc., and then calculate the cost to do that and manage the residual
risk.


Invest in a "near" foolproof security programme designed by experts or
professionals. There can't be a 100% foolproof programme but the best
possible preventive and protective measures have to be taken.



Make security audit a constant and regular feature and should be given
the same importance as a financial or a management audit.



Develop a foolproof detection and communication system. There should
be multi-layer tiers for checking both people and baggage.
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Reduce and regulate access points.



Put a contingency plan in place by maintaining a database backup of the
entire computer operations and records at a location far away from the
building.



Private companies should encourage personnel on their rolls to join the
Territorial Army, Home Guards etc. The training they receive will enable
appropriate response in crisis situations, create better awareness and
instil discipline, etc.



To encapsulate and build security education in the Corporate Social
Responsibility (CSR) policy, that security is a business for all.

Civil Society and NGOs


Must provide policy advice and expertise on aspects of preventing
terrorism, which, in many cases, is not available within government.



Explain human rights as a useful framework for developing effective
counter terrorism strategies rather than as an impediment.



Civil Society and NGOs should attempt to engage in dialogue with
individuals and groups involved in and perpetrating acts of violence and
terrorism.

Media


Financing Joint Government / Media Training Exercises



Establishing a Government Terrorism Information Response Centre



Promoting Use of Media Pools



Promoting Voluntary Press Coverage Guidelines
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THE CHALLENGES

CHAPTER 1

THE GROWING THREATS OF TERRORISM
IN INDIA
EXPANDING JEHADI CHALLENGE: TRANSNATIONAL &
HOMEGROWN
Locked in the geographical reality of an unstable South Asia, India continues to
reel under an intense onslaught of externally designed jihadi terrorism. The year
2008 presented more brazen, sophisticated and surprising capabilities of
terrorism than anything that the country had ever known. The Mumbai attacks in
November showed that any scale of assessments and mightiest of the militaries
cannot match the evil designs of a few misguided minds. The serial blasts across
Indian cities were a clear demonstration that assembling locally available
chemicals into deadly explosives was a cost effective way to cause death and
havoc, and that terrorism was creeping deeper into the Indian society, thanks to
collision between Pakistan-sponsored jihadi groups and a few fringe elements
within the country.
In fact, in 2008 terrorists deployed deadly plans to grab global attention by largescale 'incursions' into the heartlands of India as their appeal in Jammu and
Kashmir waned beyond recovery. Repeatedly targeting the symbols of India's
new economic growth, carrying out massacre across Mumbai over several days
and by roping in some degree of local support, Pakistan-based terror groups,
with active support from the state, clearly demonstrated that their intention was
not just the liberation of J&K but an all out war against the state of India.

MUMBAI ATTACKS
The attacks by 10 terrorists who landed from Pakistan, from November 27 to 29,
were not just random incidents of firing and grenade attacks but a sophisticated
operation of military quality meant to derail India's surging economic growth.
Targets selected were meant to frighten away the world from its economic story,
the victims were meant to convey that no one was safe here, and the way it was
executed was to ensure that the plight of India in the hands of a few terrorists
was a televised spectacle.
The Mumbai attack also underlined the emergence of the Lashkar-e-Toiba (LeT)
as an international jihadi terrorist organisation at par with Al Qaeda. The attack
indicated the first possible role of Al Qaeda in mentoring, if not actually
orchestrating, an act of strategic jihadi terrorism in Indian territory directed
against Indian, Western and Jewish targets to retaliate for the US-led NATO
operations in Afghanistan and to target the growing Western interest in India.
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Terror training schools, training hundreds of new and young recruits for suicide
missions and the use of sophisticated weapons like AK-47, Mi-5 and Surface to Air
Missiles (SAMs), have been active in many parts of Pakistan, including Punjab,
North West Frontier Province (NWFP), the Federally Administered Tribal Areas
(FATA) and Pak-occupied Kashmir (PoK). Different terror groups, including LeT,
often with the help of ex-army soldiers and sometime those still in service and
intelligence operatives, run these schools or camps. The syllabus, training and
indoctrination are far more sophisticated than in the pre-9/11 training camps.
This chapter seeks to highlight how Pakistan's duplicitous policy on terrorism
threatens, and will continue to threaten not only India but also the Western
world in the years to come. The paper also assesses the possible responses that
India has at its disposal in its effort to manage Pakistan.
Reports on the presence of new terrorist training camps in Waziristan and NWFP
began to appear in the Pakistan media as far back as late 2006, after President
Musharraf signed a peace deal with the Taliban sheltered in these areas. Herald,
widely read English monthly published by the Dawn group of publications, in June
2006 reported about the fresh recruitment drive launched by the terrorist groups
and the sprouting of training camps. Dozens of aspiring jihadis recruited from the
Frontier and FATA towns were sent each month to training camps in Wana in
South Waziristan. Interestingly, Herald also revealed how official channels were
funding these groups. Smaller outfits like Tehrik-e-Mujahideen, Jamait-eMujahideen, Al Fatah, Al Jihad, Tehrik-e-Jihad and Islamic Front, received
between Rs 400,000 and 700,000 a month. The bigger ones such as Hizb-ulMujahideen, LeT and Jaish-e-Muhammad and others received between Rs 2
million and 3 million a month. These cash doles were in addition to funds that
were paid for logistics, communications, equipment, weapons, explosives, food
and trekking kits. There were other training camps operating blatantly in different
parts of Pakistan, particularly in the tribal areas. A UN report in 2002 mentioned
the presence of several terrorist training camps in the Assadabad region “where a
large number of recruits are being trained for the next phase of Al Qaida war”.
The Indian intelligence agencies put the number of terrorist training camps
operating in different parts of Pakistan today at around 55. The presence of these
terrorist training camps in the tribal areas of the FATA and elsewhere in the
settled tribal areas of the NWFP was an obvious indicator of the Pakistan state's
complicity with the jihadi elements and its non-compliance with its undertaking
to abandon the use of terrorist machinery for achieving its strategic goals. This
complicity became even clearer in April 2008. A non-governmental American
policy research group, Stratfor said that members of Kashmiri terrorist groups like
HuM, Al Badr and JeM were “setting up new offices, changing their names,
putting up flags and posters, holding large rallies, and delivering sermons in
mosques to publicise the groups' activities”. Harkat-ul-Mujahideen relocated
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itself from Islamabad to the outskirts of Rawalpindi and called itself Ansar-ulUmmah.
These developments, Stratfor said, could mean, “ISI return to commissioning
attacks in Kashmir”, part of a new phase in its militant proxy saga. The InterServices Intelligence (ISI) linkages with these groups, and the training camps,
were reported in detail in the Pakistan media as early as 2003. Herald (July 2003)
documented how, after their training, the new jihadi recruits were “sent to the
ISI which provides trekking kits, communication equipment and weapons for
shipment across the LoC.” The content of the investigative article tallied with the
assessments made by the Indian intelligence agencies since 2007. The ISI has
been actively training 'Agents of Influence' to infiltrate Indian cities and towns,
and to spread the cause of jihad. There were reports that the ISI had upgraded
its North Wing (which oversees Kashmir proxy war) and created a 'special fund'
of Rs 50 crore for setting up 'Agents of Influence'.
A serious indictment of Pakistan's complicity in terrorism came in a UN report on
Suicide Attacks in Afghanistan and an analysis of suicide bombings between 2001
and 2007. Squarely blaming Pakistan for allowing recruitment and training of
suicide bombers from the Pashtun belt of FATA and NWFP, the report drew
attention to the “training camps sprouting in and around the heavily forested
Swat region in North Waziristan and the Pakistani Taliban recruiting, training, and
raising money”. The LeT, which was renamed as Jamaat-ud-Dawa (JuD) on ISI's
advice, has been actively recruiting its cadres and training them in several
schools and camps even after the global crackdown on such groups. These are
clear indications of the state- patronage the group enjoyed several years after
the US and the UK categorised it as a terrorist group.
The recent upsurge of Jihadi violence in Punjab, NWFP, FATA and Balochistan's
provincial capital, Quetta, demonstrates the threat extremist Sunni-Deobandi
groups pose to Pakistan. These radical Sunni groups are simultaneously fighting
internal sectarian jihads, regional jihads in India and Afghanistan and a global
jihad against the West. While significant domestic and international attention
and resources are devoted to containing Islamist militancy in the tribal belt, that
the Pakistani Taliban is an outgrowth of radical Sunni networks in the country's
political heartland is too often ignored and neglected. A far more concerted
effort against Punjab-based Sunni extremist groups is essential to curb the
spread of extremism that threatens India's security and regional peace and
stability.
The Pakistani Taliban will also pose a major threat to India should the
organisation be able to spread its influence and presence in Punjab and Sind,
which appears unlikely at present. Other extremist groups ostensibly focusing on
the jihad in Kashmir, such as the JeM and LeT, are also associates of Al- Qaeda in
the global jihad against the West and have been active in India. Their continued
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patronage by the Pakistani military and their ability to hijack major policy areas,
including Pakistan's relations with India, Afghanistan and the international
community, seriously impede the civilian government's ongoing efforts to
consolidate control over governance and pursue peace with its neighbours. Our
concern must, therefore, remain groups like the LeT and JeM, who it may be
useful to note do not operate against the Pakistan Army, unlike the Pak Taliban,
who are actively engaged in fighting the Pakistan Army in NWFP and FATA.
The operational presence of Islamist terrorist cells in states outside J&K indicates
the spread of jihadi terrorism to areas outside J&K. The arrests in UP and
Karnataka are an indication that the Pakistan-backed Islamist groups operating in
J&K have a wider pan-Indian agenda and have consequently, created an elaborate
network of terrorist cells in a number of other states in India. This shift in the
pattern of violence from J&K to other locations and a shift in strategy constitute
no radical departure or even nuanced reorientation of the ISI/jihad agenda. It lies
“entirely within the paradigm that has been sustained since Zia's regime, and has
progressively translated itself into the Islamist fundamentalist and terrorist
movements in the region”.
According to data compiled by the Institute for Conflict Management, at least 95
ISI-Jihadi modules have been disrupted just over the years 2004-2008, leading to
hundreds of arrests across India --outside J&K and the Northeast – in locations
that extend from Uttarakhand in the North, to Andhra Pradesh in the South, and
from Gujarat in the West to West Bengal in the East. These modules had been
tasked to target security and vital installations, communication links, and
commercial and industrial centres, as well as to cause instability and disorder by
circulating large quantities of counterfeit currency. The intent and strategy of the
ISI is increasingly apparent in a wide range of activities intended to provoke
communal confrontations, engineer terrorist incidents, and recruit terrorists for a
pan-Islamist jihad in pockets of Muslim populations across India.
According to assessment made by FICCI Task Force members, while continuing
to give financial, training and arms assistance to the LeT, the ISI was encouraging
the Lashkar to rely increasingly on Indian Muslims for its operations in Indian
territory outside J&K. It was evident that the ISI had also started following a
similar policy in respect of the Harkat-ul-Jihad-al-Islami by encouraging it to set
up a separate organisation for India consisting of recruits from the Indian Muslim
community with little involvement of Pakistani Muslims. This strategy was
evident in the explosions organised in different cities by the so-called Indian
Mujahideen between November 2007 and September 2008.
However, the predominant role played by Pakistanis in the November 2008
terrorist attack by the LeT in Mumbai indicates that the LeT, with the apparent
approval of the ISI, continues to rely on Pakistanis for terrorist strikes of a
strategic nature targeting not only Indians, but also foreign interests. The
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Major Terrorist Attacks in 2008


May 13, 2008 (Jaipur): Almost 80 people killed in seven serial bomb
blasts in Rajasthan capital.



July 25, 2008 (Bangalore): One person killed in a low intensity
bomb explosion in Karnataka capital.



July 26, 2008 (Ahmedabad): 57 people killed after 20 synchronised
bombs went off within less than two hours in Gujarat.



September 13, 2008 (New Delhi): 26 people killed in six serial
bomb blasts in the national capital.



September 27, 2008 (New Delhi): Three people killed after a crude
bomb exploded in Mehrauli near Qutab Minar.



September 29 2008 (Modasa, Gujarat): One killed and several
injured after a low intensity bomb went off near a mosque.



September 29, 2008 (Malegaon, Maharashtra): Five people died
after a bomb went off in a crowded market in the Maharashtra
town.



October 01, 2008 (Agartala, Tripura): Two people killed and 100
injured in serial bomb blasts in crowded market places in Agartala.



Oct 14, 2008 (Kanpur): Eight people injured after bomb planted on
a rented bicycle went off in the Colonelganj market in Uttar
Pradesh town.



Oct 21, 2008 (Imphal, Manipur): 17 killed in a powerful blast near
Manipur Police Commando complex.



Oct 30, 2008 (Assam): At least 50 killed and over 100 injured in 18
serial bomb blasts across Assam.



Nov 26, 2008 (Mumbai): 183 killed and over 300 injured in attacks
at Hotel Taj, Nariman House, Hotel Trident Oberoi and other places
in the city. The attacks lasted 59 hours. Nine terrorists were gunned
down, while one was caught alive. 20 policemen and 2 NSG
Commandos were killed. 23 foreign nationals were among the
dead.

significance of the Mumbai attack lies in the almost total dependence on
Pakistani recruits for major operations directed against foreign and economic
targets. One could see a continuance of this dual policy in the future too –
reliance on Indian Muslims for tactical strikes directed at soft targets and on
Pakistani recruits for strategic strikes at economically significant targets.
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The HUJI headquarters are located in Pakistan. It has an active branch in
Bangladesh, consisting only of Bangladeshi nationals of the Afghan war (1980s
and 1990s) vintage, which is referred to by US counter-terrorism experts as the
HUJI-B. Members of the HUJI-B were coming to India for organising terrorist
strikes with the co-operation of recruits from the Indian Muslim community. It is
further assessed that HUJI set-up in India consisting of recruits from the Indian
Muslim community has now come up, which could be projected in future as a
purely Indian organisation with no Pakistani or Bangladeshi involvement.
It is only a question of time before the Harkat-ul-Mujahideen, the Jaish-eMohammed, the anti-Shia Lashkar-e-Jhangvi and Al-Qaeda itself set up their own
outfits or sleeper cells in India consisting only of Indian Muslims so that these too
could be projected as indigenous Muslim organisations of India and not as
Pakistani or Arab organizations. The pan-Islamic jihad in India to support AlQaeda's pan-Islamic objectives is sought to be given an Indian facade with the
encouragement of the ISI.
Terrorist attacks by Pakistan-backed groups since 9/11 in places as far as
Hyderabad, Kolkata, Varanasi, Rampur, Lucknow, Delhi, Mumbai, Ajmer,
Gandhinagar, Faizabad, Ayodhya, Panipat, Malegaon and Bangalore, as well as the
detection and disruption of terrorist modules virtually across the country – in
combination, afflicting as many as 15 states outside J&K and the Northeast – are
evidence of a complex and long-term war of attrition by Pakistani state agencies
and their jihadi surrogates. The blasts in Bengaluru and Ahmedabad mark a
further step in the ISI-sponsored pan-Indian spread of the jihad.
When the Mumbai blasts of March 1993 occurred, analysts saw them as the
beginning of an attempt by the ISI to target India's economic sinews, when the
Indian Institute of Science (IISc) was attacked in Bangalore in December 2005,
India's technological and scientific capacities were thought to be the 'new target',
when the temple at Varanasi, and much later, a mosque in Malegaon, were hit, it
was seen as an attempt to disrupt India's 'communal harmony'. It must be noted
that on each occasion, the terrorists had simply moved on to new targets and
agendas of opportunity, their defining criteria of identification being their own
operational capacities and networks, the damage they can inflict, and the
demoralisation they can cause.
Since 2005, militant groups like the HuJI, LeT and Jaish-e-Mohammed, with
considerable assistance from local groups like the Students Islamic Movement of
India (SIMI), have established an extensive network across India's heartland. SIMI
has also allegedly been involved in all major terrorist attacks outside J&K and
Northeast in terms of providing logistics and foot soldiers to Pakistan-based militant
groups after 9/11. In fact, evidence of joint operations and cross-pollination has
been seen in many of the terrorist attacks across India since 2005. Such pooling of
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resources may intensify in the near future, as jihadi groups trade strategies and
personnel.
Currently, the LeT, JeM and Harkat-ul-Jehad-al-Islami Bangladesh (HuJI-BD) are
active in locations spread across the southern states. Cadres of these groups receive
considerable support on the ground from the SIMI which has a strong presence in
Kerala, Tamil Nadu, Karnataka and Andhra Pradesh. In Kerala, SIMI operates under
the cover of some 12 front organisations, at least two of which are based in the
capital, Thiruvananthapuram, and a third in the port city of Kochi. Kondotty in the
Malappuram district has also emerged as a hot bed of SIMI activities.
What has also been seen since 2005 is the emergence of a new group of Indian
Muslims in hinterland India calling themselves the Indian Mujahideen (IM) denying
any links with the ISI and the Pakistani jihadi organizations. While the arrest of IM
operatives has provided details of tactical significance, they have not brought out
much information of strategic value, which could enable us to make a quantitative
analysis of the threat facing us in 2009 and beyond and prepare ourselves to
counter it: Who are the real brains behind the IM? What is its command and control
like? Does it have any strategic objective? What are its external sources of funding?
What are its external linkages – with the ISI, the Pakistani jihadi terrorist
organisations and the world of organized crime? It is important to get more details
regarding the composition and structure of the IM.
If one carefully analyses the various serial blasts which have taken place in different
parts of India since November 2007, one could notice an organic, mushroom-like
growth of jihadi terrorist cells in different parts of India -- self-radicalised, selfmotivated, self-organised with self-planning and self-execution of the strikes -- with
each cell motivated by its own local grievances, but with all these cells having
invisible connectivity with a single brain and a single source of inspiration
orchestrating them.
From small towns to metropolitan cities, terror, has in 2008, acquired a pan-India
spread. The strategy is clear -- cripple India's economic nerve centres, create fear
among tourists and foreign investors and undermine India's global image.
Significantly, tactical adaptation has made the terrorist networks far more effective
and difficult of detection. Terrorist attacks in hinterland are no longer orchestrated
by integrated terrorist networks and cells established within the target city (though
local modules may provide support), with their various members in intimate
contact with one another. What we now have are synchronized operations, with
individual members of more than one group backed by handlers located in Pakistan
or Bangladesh, entering into anonymous contact with members of other groups to
provide specific materials and services: explosives, detonators, safe haven, bombmaking expertise, and local support with most disappearing without trace long
before the attack.
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KASHMIR: A REALITY CHECK
In 2008, Jammu and Kashmir witnessed a steady improvement in the overall
situation, as militancy continued to lose popularity. All indicators of J&K militancy,
such as overall violence, death of civilians, security personnel and terrorists,
continued to dip as it has been in the recent years.
While the situation is providing political chances for pursuing long-term peace
measures, it is also a warning that the anti-Indian forces would spread their
activities outside of the state to continue to grab attention and inflict wounds on
India. In fact, one of the key motives behind the attacks in Mumbai and bomb blasts
in several other cities was the frustration behind their losing popularity in J&K.
However, such dubious plans should not deter New Delhi from continuing to pursue
its political efforts for peace. In fact, the efforts need to be stepped up so as to find a
lasting peace in the state.
v
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CHAPTER 2
NAXALISM: WAR IN THE HEARTLANDS
As 2008 drew to a close, Maoist movement had emerged as the single biggest
internal security threat to India by all measures–level of violence, area covered
and complexity. It is a bloody engagement for Indian security forces in the
mineral rich heartlands, in the tribal and poorest regions, stretching across
states, and against armed insurgents who rise from the common crowd and
disappear into it with ease. It indeed looks like India's Long War.
Euphemistically many refer to the area under Maoist influence as the Red
Corridor that stretches from northern parts of Kerala, through Karnataka, Tamil
Nadu, Andhra Pradesh, Orissa, Maharashtra, Chhattisgarh, Jharkhand, Bihar,
West Bengal, and Uttar Pradesh.
The year 2008 brought home the reality of naxal threat in very bold terms-- that
the armed guerillas are spreading across the states, many parts of country are
under their firm control and it is a far more complex insurgency to fight than any
that Indian security forces have fought until today. It is deeply entrenched in the
socio-economic realities of the poor, enjoys wide support among the locals and is
drawing strength from the inefficient government structures present in their
areas of influence.
Without fully putting out the separatist embers in northeast and Kashmir, Indian
state has entered yet another, and far more deadlier terrain of identities,
grievances and armed rage. Maoist insurgency, in fact, never left India, and is
back with a vengeance.
The merger of the Communist Party of India (Marxist-Leninist) People's War
(usually referred to as the People's War Group) and the Maoist Communist
Centre of India in 2004 led to the creation of the Communist Party of India
(Maoist), with a common national leadership and influence stretching across
states.
A united revolutionary Maoist party has been a strong desire of the Maoist
ideologues since the setbacks suffered by the Naxalbari uprising. In the decades
since the late 60s uprising in West Bengal, the men and women who believe in
the power of violence had split and splintered several times, but the 2004
merger has brought about a cohesion among the Maoist ranks and improved
operational capability.
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GROWING INFLUENCE
From the impenetrable forests of the remote areas of eastern India to the
southern edge, in a swath of territory stretching from the Himalayas to the tip of
Tamil Nadu, Maoist cadres are aggressively building a counter-state to challenge
the Indian Government. By exploiting the societal grievances of India's tribal
people, the multitudinous poor, women and the lower castes, which in many
cases are genuine, the Maoists have worked up anger and antagonism against the
state to their advantage. Many of the cadres do not subscribe to any ideology but
are into the movement to take advantage of the power that a gun can draw in a
lawless land.
Today, the CPI (Maoist) has consolidated their position and battle-capability in
several parts of West Bengal, Bihar, Jharkhand, Chhattisgarh, Andhra Pradesh,
Orissa, Maharashtra, and Kerala, which offer almost a contiguous territory to the
armed Maoists. Never before these groups had such territorial consolidation and
power to exercise Mass Control Mechanism (MCM) along with armed struggle.
There is further evidence of preliminary activity for the extension of operations
to new areas including Gujarat, Rajasthan, Himachal Pradesh, J&K and
Meghalaya. Successful Maoist penetration of these states listed above would give
them an East-West axis in addition to the existing North-South red corridor. Of
more concern is the Maoist plan to take their organisational skills to India's urban
areas. The Maoists have begun to infiltrate trade unions and have targeted the
unemployed and students, according to many available inputs.
The conflict zone where the Maoists and security forces are repeatedly clashing
there are also evidence of many other parties creeping in --vested interests such
as forest contractors, timber merchants, tendu leaf contractors, and investors
who handle Maoist money in legal market, arms suppliers, foreign supporters,
caste forces, criminals etc. The government often overlooks many of these
aspects.
Among the key reasons for ignoring the collision of such vested interests is their
control on local political bosses and police, and the caste barons acting as votebank assets and other elements operating under the noses of inefficient, and
often, corrupt intelligence and police. Additionally, the Maoists have also
targeted industrial centres laying the groundwork for the urban follow-on to the
successful creation of adjacent rural counter-states.
The Maoist threat appears to be overtaking all other insurgencies in the country
on available objective parameters – geographical spread and number of fatalities
The sheer geographical expanse of the Maoists influence affects 40 per cent of
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India. In terms of actual operational area it is four times more than Punjab
militancy, Kashmir terrorism and Northeast insurgencies combined. In 2003, the
Government reported that 9 states and 55 districts are affected to varying
degrees by the Maoist insurgency. In just two years that had risen dramatically
by the end of 2005 to 13 states and over 160 districts. The situation has grown
more alarmingly since 2007.
The statistics showed a dramatic increase in 2008 today they have some form of
presence in 16 states and over 192 districts. The level of activity in each of these
states varies but the overall Maoist saturation into the fabric of governance and
society is increasing.
Maoist operations vary–from roadside ambushes and IEDs to battalion-sized
attacks, some with a few thousand insurgents, enjoying growing mass base in
rural areas. The Maoists have termed massive assaults “swarming attacks”,
copied directly from their brethren in Nepal.
The Maoists are also mastering coordinated multi-state strike and blockade.
Maoists instigated strikes were local and nothing new but the problem had
grown large enough by April 2006 when Prime Minister Manmohan Singh told a
conference of State Chief Ministers, “The Maoist insurgents are drawing strength
from deprived and alienated sections of the population and are trying to
establish liberation zones to dispense basic state functions. They have seized
control of the instruments of state administration and their protracted people's
war is India's biggest internal security challenge ever.”
Estimates vary, but Maoists today have anywhere between 10,000 and 20,000
underground cadres, armed with rudimentary local firearms to hundreds of
LMGs, SLRs, AKs and other rifles, two-inch mortars and rocket launchers. Many
of the sophisticated weapons amongst them are looted from security forces.
Their most potent weapons, however, are mines and Improvised Explosive
Devices (IEDs), which they have been using effectively to ambush police patrols
and convoys, police stations, and remote railway stations.
Last year, 231 security personnel were killed in Maoists affected states, as
compared to 75 in J&K and 46 in the Northeast. Security forces to insurgents'
casualty ratio, which should be around 1: 5 in counter insurgency operations,
were 1: 0.7. Their spread and success in mounting large-scale surprise attacks on
hard targets speaks of the poor state of rural policing and intelligence set-up. The
failure of armed police and paramilitary forces to inflict even a moderate level of
attrition should be a cause of concern.
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FAVOURABLE CONDITIONS
Conditions in vast areas of the Indian countryside are considered to be mature for
waging a People's War by the Maoists. Criminal neglect of the rural economy,
scorched earth policy in the rural agrarian sector with feudal lords in command,
unemployment, poverty and unbridled exploitation of the poor are all a reality in
large parts of Indian rural landscape.
Government policy of offering doles, unemployment allowances, rural
employment grant etc have made about 35 per cent of the rural population to
look up to the political rulers as gods raining occasional manna. Even these
schemes suffer from appalling levels of corruption. For example, audits in 2007 in
Orissa of the NREGA (National Rural Employment Guarantee Act) showed that of
over Rs 700 crores about Rs 500 crores did not reach its beneficiaries.
Maoists have virtually unlimited supply of potential recruits given the huge
numbers of Indians living in poverty and most of India's social problems related
to caste issues. According to Human Rights Watch, the Maoists are recruiting
strongly in the lowest social castes where the lowest on the societal ladder will
reach for any alternative. The Maoists also find fertile recruiting ground in the
agricultural sector where 60 per cent of the Indian population is tied to farms.
The Maoists consider that weakening of the Indian State, splintering of political
parties, rise of caste and region based parties and scorched-earth policy pursued
by the governments in the rural areas offer them better opportunities to
strengthen the movement and advance towards a successful armed revolution.
At the first Unity Congress of the CPI (Maoists), the organisation clearly dismissed
Indian democracy as a farce, offering their support unequivocally to the
“struggles of the working class, peasantry, women, dalits, adivasis, nationalities,
religious minorities, students, youth, intelligentsia and all other oppressed
sections of the Indian society who are suffering untold miseries in the oppressive
semi-colonial, semi-feudal system dominated by imperialism, comprador
bureaucrat capitalism and feudalism. The imperialist-sponsored policies of
globalisation, liberalisation and privatisation being pursued by the ruling classes
are devastating your lives on a scale unheard of in post-1947 India. No matter
which party is in power at the Centre or in the States, all have been aggressively
pushing these policies in all spheres of the economy and the social life of the
country.” There is no grievance that they do not identify with, however unjust
that maybe, and there is no Indian institution that the armed movement is
appreciative of.
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THE MAOIST STRATEGY
For the Maoists the socio-economic political system is a mass of contradictions
and they have the plan to overturn that system. Recent meetings of the major
Maoist groups have stressed on this aspect of unity and combined movement
against the Indian government machineries. Keeping these aspects in view a few
structural peculiarities of the Maoist movement and their operation policies are
required to be understood both by the state machineries and the common
people, who are the main fodders of the struggle that is now being waged by the
State and the Maoists.

Industries, development projects on Maoist
radar
At the first “Unity Congress” in 2004 of the CPI (Maoist) after its formation,
the party leadership detailed its violent vision for its struggle and their
stand on various issues including industrialisation.
“The Call of the Unity Congress”, declares its opposition to the present
economic policies of “globalisation, liberalisation and privatisation being
pursued by the ruling classes.”
The resolution also calls on the “vast oppressed peasant masses to rise as a
storm against these policies to sweep away their oppressors and establish
their own people's political power in every village.”
The Congress also named “huge projects like Posco, Kalinganagar, bauxite
mines in Orissa; Chargaon and Raoghat in Chhattisgarh, bauxite mines and
Polavaram project in AP, iron ore mines and uranium projects in Jharkhand”,
accusing them of massive displacement of adivasis and their
marginalisation. Besides, the Maoists also named the SEZs for identified
opposition.
The CPI (Maoist) also sympathises and extends support to insurgencies by
“various nationalities”, such as Kashmir, Assam, Manipur and Nagaland.
“This Congress reaffirms its whole-hearted support to all these nationality
movements and their right to self-determination, including the right to
secession,” the Congress said.
The Unity Congress also “unequivocally” supported the “right of selfdetermination of all the oppressed nationalities, including their right to
secede from the autocratic Indian state”
Giving hints of it forming closer alliances with insurgents in J&K and
northeast, the Congress also declared, “it may be necessary to form a
separate organization to take up the nationality issue, and we should form
such organizations in accordance with the concrete situation.”
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As the situation develops into regular armed conflict between the Maoists and
the State the rebels start implementing “Mass Control Mechanism.” In short, the
Maoists start with destroying the “State Control” through propaganda,
destruction of symbols of governance like schools, hospitals, government offices,
railway lines, assassination of government officials, members of elected local
bodies, caste enemies, and raids on isolated police pickets. The Maoists try to
isolate the targeted area and the peoples by destroying roads, bridges, blowing
up buses and setting up their own defence systems.
People living in remote village clusters, where there is no tangible presence of
governance, nor developmental activities and are subject to rampant corruption
by the government officers and exploitation by the landlords and loan sharks,
gradually start looking up to the Maoists for protection. And they start living on
the hope that the changed system as promised by the Maoists would one day
deliver the dream world that would glitter like the cities and homes of the
affluent. They rapidly lose confidence in the State and any coercive action
implement by the State further alienates the people's confidence in the
governing tools and the State as an established entity.
Once the Mass Control Mechanism of the Maoists is in position the “mass control
capability” of the government starts evaporating. Public trust that the State can
protect, feed, and assure their advancement is quickly lost. When the level of
erosion achieves criticality, the Maoists start striking against big state targets.
From small skirmishes the conflict situation is upgraded to periodical “big
engagements,” resulting in establishment of Liberated Zones. Such strategies
have been witnessed in Nepal. In many parts of India, the Maoists have already
established liberated zones, with their own kangaroo courts and other
administrative dispensations. But overall, most parts of India where Maoist
insurgency is flaring up it is Stage II of the conflict-- establishment of mass control
and hitting the State hard in guerrilla engagement. Various phases of the conflict
and possible guerrilla strategies have been laid down by Mao, Che Guevara and
General Vo Nguyen Giap. Their textbook strategies are being implemented by the
present day Indian Maoists.
According to the classic Maoist theory of People's War the three-phases are:
Phase one during which the guerrillas work to earn popular support through
ideological indoctrination and attacks on governments. In Phase two, the attacks
against the government are escalated and security forces and vital
establishments are targeted. In Phase three, conventional warfare is adopted and
deployed to capture cities and overthrow the government to seize complete
control of a country.
The armed movement makes it a statutory obligation for the State to get
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involved. Its response is represented by application of force -- police and
paramilitary actions, developmental activities and incentives to assure people
that the State is capable to defeat the forces of the guerrillas. As the government
forces try to regain turf and minds of the people they exercise more force, not
necessarily against the visible Maoists alone; force is applied against suspected
and innocent villagers as well. In the absence of supplementing administrative,
economic, and security reforms, mere application of force by isolated police
actions alienate the people more, resulting in more erosion of State's mass
control. And the situation slowly spirals out of control, a fact that is beginning to
be visible in several districts where Maoists are active.
Between the Maoists and the State there remains another element in the
Conflict Zone: The peoples, who are not part of the Mass Controlled Area or who
do not believe in the kind of revolution that the Maoists propagate. These
peoples have three options: Die as war zone fodder, resist the Maoist on their
own (very lean chance) or resist the Maoists with the help of the State. The last
option is not a new idea. People's defence against the people who want change
through violence is an internationally recognised War Zone policy. Salwa Judum
in Chhattisgarh was one such initiative, but allegations of human rights
allegations against the group defeat the very purpose of their creation.
This situation is allowing the Maoists to set up an elaborate political network.
Over the years the major Maoist groups have built a tangible political structure,
which has variables in different operational areas in the country. For a model the
following diagram should represent the basic structure.
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All other sub-formations are under strict control of the party centre. Deviations in
operational matters are permitted but not in ideological programming. On the
other hand, the military formation is also formidable. It is not organised in the
initial stage as brigades and battalions as in a traditional military, but contain
well-coordinated, trained, ideologically brainwashed cadres and ancillary units.
Induction of women soldiers and propaganda personnel add value to the
movement and allows it easy access to the homes and hearts of the vulnerable
people.
The CPI (Maoist)'s strategic military approach is spelled out in the programme
and constitution of the People's Liberation Guerrilla Army. It calls for a protracted
people's war in the classic Maoist three phased approach, carving out liberated
zones in the countryside to build and train guerillas in conventional operations,
meanwhile becoming the instruments that protect the alternative societal and
political infrastructure.

GENERAL PATTERN OF MAOIST MILITARY COMMAND
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The graphics may offer impression that the Maoists are well entrenched and they
have the capability of waging prolonged war against the State with well-oriented,
trained cadres, arms supplied from sources like Nepal Maoists, LTTE, Bangladesh
and Nepal based suppliers and Kashmir militants peddling weapons through
different cutouts. It may be taken into account that the Maoists have developed
connectivity with arms suppliers in Thailand, Cambodia and Vietnam. The
Maoists command control of certain coastal areas in West Bengal, Orissa and
Andhra Pradesh through which weapons are smuggled in. Remoteness of the
areas controlled by them and inadequacy of State response make the Maoists
look bigger than life.
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The Maoist threat appears to be overtaking all other insurgencies in the country
on available objective parameters – geographical spread and number of
fatalities.

LIKE A WILDFIRE
The sheer geographical expanse of the Maoists influence affects 40 per cent of
India. In terms of actual operational area it is four times more than Punjab
militancy, Kashmir Terrorism and Northeast insurgencies combined.
In 2003, Indian government reported 9 states and 55 districts affected to varying
degrees by the Maoist insurgency. In just two years that had risen dramatically
by the end of 2005 to 13 states and over 160 districts. By 2007, the statistics
showed a dramatic increase including 16 states and over 192 districts. The level
of activity in each of these states varies but the overall Maoist saturation into the
fabric of governance and society is increasing.
From the recent events in Lalgarh it appears that the Maoists have demonstrated
their power and their ability to out-think and out-fight the state. They have also
demonstrated their tactical sophistication and their declaration of a liberated
zone was an evidence of their brazen act of defiance. Few, however, saw the
crisis for what it was: an opportunistic intervention by the Maoists exploiting
extraordinary administrative incompetence and a protracted failure by the State
Government and its agencies to respond to what was essentially a local flare-up.
Crucially, for all the talk of 'liberated zones', the Maoists quickly faded away on
the first signs of determined police and paramilitary action – something that
could have been secured at the very outset.
In many ways, a distilled paradigm of the Maoist strategy – both in its success
and its inherent vulnerability – was manifested in Lalgarh. Critically, it is not the
strength of the rebels, but the infirmity of the state that accounts for transient
Maoist 'dominance'. Local crises or grievances especially when manifested
acutely – are quickly harnessed to the wider purpose of 'conscientisation',
militant mobilisation and recruitment. The objective is not, as many believe, to
seize and hold 'liberated zones' – the Maoists have little illusion regarding their
present capacities to secure and sustain such dominance against the state's
forces but simply to take the processes of radical political mobilisation a step
forward. A protracted face-off with the state's forces enormously compresses
these processes and creates unique opportunities for the identification of
potential supporters and cadres. Within this context, violence – often initiated by
Maoist provocateurs – and particularly violent police action has a special utility:
it helps separate the wheat from the chaff. Most will, of course, flee such
violence; some will stand their ground; a handful will engage directly. Maoist
recruiters will focus on the last two categories, raising new cadres, militia and
members of front organisations. There is, of course, a price to pay. Bones will be
broken; some poor villagers will die. But "the revolution", Chairman Mao said, "is
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not a dinner party", and a little blood must be shed.
The objective, moreover, is not even remotely to address or redress specific
popular grievances. The outcome of such a confrontation with the state is
irrelevant. Whether the lot of the people of Lalgarh – or Singur or Nandigram –
improves or worsens is of little significance (indeed, if it worsens, so much the
better: more grievances will create new opportunities for mobilisation). The
purpose is, rather, to "isolate the enemy by organising the people into various
cover organisations and build joint fronts in order to mobilise the masses into
struggles to defeat the enemy offensive". "Army formation", the Maoists insist,
"is the precondition for the new political power", and "all this activity should
serve to intensify and extend our armed struggle. Any joint activity or tactical
alliance which does not serve the cause of the peoples' war will be a futile
exercise."
It is this broad strategy that was progressively realised in Singur, Nandigram and,
now, Lalgarh.
The Naxalites may be the sleeper threat to India's economic power, potentially
more damaging to Indian companies, foreign investors, and the state than
pollution, crumbling infrastructure, or political gridlock. The growing Maoist
insurgency over large swathes of the mineral-rich countryside could soon hurt
some industrial investment plans. Just when India needs to ramp up its industrial
machine to lock in growthand just when foreign companies are joining the
party–the Naxalites are clashing with the mining and steel companies essential to
India's long-term success. The threat doesn't stop there. The Naxalites may move
next on India's cities, where outsourcing, finance, and retailing are thriving.
Officials at the highest levels of government are starting to acknowledge the scale
of the Naxal problem.

IMPLICATIONS
While the economic impact may be small compared with India's trillion-dollar
economy, the insurgency and the sense that it is worsening, signals that India
does not fully control its own territory. This would add risk significantly to
companies mulling investments in affected areas, and worsen the overall
investment climate. The Lalgarh incident worried the country's third-largest steel
producer, JSW Steel, which is setting up a $7-billion, 10-million tonne steel plant
near Lalgarh. The effect of the Maoist insurgency has already taken its toll on
business. In mineral-rich Orissa state, bauxite production at National Aluminium
Co Ltd (NALCO) has fallen by 20 per cent since an April 2009 attack by Maoists in
one of their mines. The company has now reduced the storage of explosives at its
mines, fearing attacks from the rebels.
A recent special report from the Planning Commission, detailed the extent of the
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danger and the "collective failure" in social and economic policy that caused it.
The report comes after Prime Minister Manmohan Singh said in a candid
admission: "The Naxal groups…are targeting all aspects of economic activity
[including] vital infrastructure so as to cripple transport and logistical capabilities
and slow down any development. [We] cannot rest in peace until we have
eliminated this virus."
Why this alarm bell? One reason is the widening reach of the Naxalites. Today
they operate in 30% of India, up from 9% in 2002. Almost 1,400 Indians were
killed in Naxal violence in 2007, according to the Asian Center for Human Rights.

Curse of Natural Resources?
Economists such as Jeffrey D Sachs and Andrew M Warner (Working
paper 5398, National Bureau of Economic Research; December 1995)
have established a “statistically significant, inverse, and robust
association between natural resource intensity and growth over the past
twenty years.” Today, the curse of natural resources seems to be playing
out in the naxal belt of India.
Economic studies have well established the paradox that regions, which
are abundant in natural resources tend to have less economic growth,
low human resource development indices, and higher chances of
conflicts. All of these have come true in the mineral rich belt of India, as
naxals organize the rural folk in large numbers against industrialisation,
and government. It is the grievances of the rural peasantry, especially
against their displacement due to development projects and cornering of
the benefits of natural resources by a few, that is being exploited by the
ideologues of violent Maoist movement.
A detailed study of the robustness of development in the mineral belt of
India would further affirm the fact that despite such high abundance of
natural resources its benefits are not translating into direct benefits for
the local populations. The government needs to work out a more robust
distribution of welfare.

The other reason for sounding the alarm stems from the increasingly close
proximity between the corporate world and the forest domain of the Naxalites.
India's emergence as a hot growth market depended at first on the tech
outsourcing boom in Bangalore and elsewhere. Now the world is discovering the
skill and productivity of India's manufacturers as well. Meanwhile India's affluent
urban consumers have started buying autos, appliances, and homes, and they're
demanding improvements in the country's roads, bridges, and railroads. To stoke
Indian manufacturing and satisfy consumers, the country needs cement, steel,
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and electric power in record amounts. In steel alone, India almost has to double
capacity from 60 million tonnes a year now to 110 million tonnes. There is a need
for a suitable social and economic environment to meet this national challenge.
Instead there's a collision with the Naxalites. India has lots of unmined iron ore
and coal–the essential ingredients of steel and electric power. Anxious to revive
their moribund economies, the poor but resource-rich states of eastern India
have given mining and land rights to Indian and multinational companies. Yet
these deposits lie mostly in territory where the Naxals operate. Chhattisgarh, a
hotbed of Naxalite activity, has 23 per cent of India's iron ore deposits and
abundant coal. It has signed memoranda of understanding and other agreements
worth billions with Tata Steel and Arcelor Mittal (MT), De Beers Consolidated
Mines, BHP Billiton (BHP), and Rio Tinto (RTP). Other states also have similar
deals. And US companies such as Caterpillar (CAT) want to sell equipment to the
mining companies now digging in eastern India.
The appearance of mining crews, construction workers, and truckers in the forest
has seriously alarmed the tribals who have lived in these regions from time
immemorial. The tribals are a minority–about 85 million out of India's population
of over a billion. The Naxalites know the tribals well and have recruited from their
ranks for decades. Judging from their past experience with development, the
tribals have a right to be afraid of the mining and constructions that threaten to
change their environment. The tribals are supposed to be justly compensated for
any land used by the companies, but the states' record in this area is patchy at
best. This creates an opening for the Naxalites.
The Naxalites are already operating on the edge of industrialised Maharashtra
state, about 600 miles from Mumbai. They are now planning to penetrate India's
major cities, and are looking to encircle urban centres, find sympathy among
students and the unemployed, and create armed, "secret, self-defense squads"
that will execute orders. Their targets are the two main industrialized belts that
run along the east and west coasts. That's an ambitious plan.

COUNTER NAXAL OPERATIONS: MAKING THEM EFFECTIVE
The inability to control the Naxal violence is because of several reasons. Naxalism
is essentially an outcome of socio-economic problems, perceived injustice and
inequity. The issues raised by them are people-centric and have certain
legitimacy in the eyes of the common people. A purely security-oriented
approach to dealing with naxalism is unlikely to succeed. States like Andhra
Pradesh and Bihar have still not implemented land reforms. Several political
groups maintain understanding with the naxalites. And sections of urban
intelligentsia are sympathetic to the Naxalite cause.
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1) The Grey Areas in dealing with Naxal problem in India
India does not have a structure that encourages quiet intra-governmental
cooperation. This is a problem particularly for poorer states that lack the
resources to adequately tackle Naxalism from either a military or developmental
angle. The Constitution has vested policing authority in the state governments.
The central government feels incapable of improving the quality of policing, a
source of much of the problems in managing internal security. The state
governments refuse to recognize the linkages between basic policing and
internal security. States do not have the resources to upgrade the quality of their
police force or to raise extra forces without substantial financial help from the
Centre. Such a system is ill suited to combat a diffuse, ephemeral and multidimensional insurgency.
The Naxalites and Maoists have exploited the lack of information sharing and coordination amongst India's states. At the most obvious level, the Naxalites have
used state boundaries to launch hit and run attacks between states. There is also
lack of proper coordination between the Centre and the States as was evident
from the fact that SPOs have been appointed only in Chhattisgarh, and not in
other states. Besides they are armed with.303 rifles, which are no match for the
weapons of the Naxals. The lack of co-operation and co-ordination between
Centre and the States and between States has led to a set of isolated, largely
incoherent and effective responses. In this sense, the National Counter Terrorism
Agency with an all India jurisdiction is long over due. Such an Agency will ensure
that the executive authority devolves on the Central Government.
In the vast operational areas from Bihar to Andhra Pradesh with most active
hubs in Orissa, Jharkhand, Chhattisgarh remote tribal areas the Central and State
intelligence apparatus is appallingly inadequate. While they may have access to
some surface political information they do not have access to hardcore operation
information to storm the Maoist hideouts effectively. On the other hand, the
Maoists have strings of informers to give them advance information about
troop's movement and State plans of operations.
The State (taken as a whole) has not deployed adequate force to isolate the
Maoists from the people and take them on as highly equipped guerrillas. A
guerrilla force cannot be fought by conventional forces-police or military.
Superior commando forces trained in guerrilla warfare are required in sufficient
numbers, buttressed by normal police-operational forces to overwhelm the
forest dwelling Maoist guerrillas. Several state governments have not yet trained
special police guerrilla forces and depend on normal law & order police
personnel. They try to dominate areas by setting up isolated pickets without
adequate speedy-response-support troops, well-equipped communication and
fast moving conveyance. These police pickets are pregnant ducks.
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State governments have no proper coordination mechanism and moving guerrilla
forces cannot be fought within the imaginary boundary lines of the intricately laid
state boundaries. There is hardly any aerial surveillance, electronic monitoring
mechanism to monitor communication network of the Maoists. Despite plethora
of conferences, discussions and decisions on ground position of the State
continue to be fragile. State response is inadequate. Inadequate application of
force cannot break the magic spell of Maoist Mass Control. Their propaganda
machinery is based on folklores woven around Sido-Kanu, Birsa Bhagwan etc. The
name of Mao is often inserted in places of tribal heroes. Mao has started
replacing Sido-Kanu and Birsa in various tribal strongholds of the Maoists. Their
cultural groups work in unison with over ground cultural groups and spread the
ideological spell. The State has very little weapon to counteract this propaganda
barrage.

Fatalities in Maoist violence in 2008
States

Civilian

SF

Naxal

Total

Andhra Pradesh

28

1

37

66

Bihar

35

21

15

71

Jharkhand

74

39

50

153

Karnataka

3

1

3

7

Chhattisgarh

35

67

66

168

Maharashtra

2

5

7

14

Orissa

24

76

32

132

West Bengal

19

4

1

24

Uttar Pradesh

0

0

2

2

Tamil Nadu

0

0

1

1

210

214

214

638

Total*

While the Naxalites operate only within the geographical boundaries, the
government has to operate within both geographical and political boundaries.
This explains the divergence of approach between different states – while in
some states it is possible to hold talks with Naxals, in others it is not. Moreover,
the central government is bound by the constitutional framework that has made
law and order a state subject. Therefore, a consensus on policing between the
Centre and the states is viable only at certain levels – when it comes to
modernising the police forces, fortifications of police stations etc. Apart from
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these, policing has its own limitations based on terrain and the target areas to be
protected.
The Indian and the Nepalese Maoists have maintained 'fraternal' relations
preceding the founding of the CPI (Maoist) in 2004. Both organisations are
members of the largely moribund Coordination Committee of Maoist Parties and
Organisations of South Asia. More important than the existing institutional ties
are the covert linkages, which both groups have cultivated. The Nepalese
Maoists have provided guerrilla training, weapons and logistical support to the
Naxalites. Their experience in effectively fighting a full-fledged insurgency has
proven valuable to their older, yet less successful, fraternal comrades. Since the
implementation of the peace agreement in Nepal however, relations between
the two groups have been strained. Largely because of ideological, tactical and
strategic differences, cross-border cooperation has virtually halted. With possible
resumption of war in Nepal, this may change with implications for India.
With a Maoist guerilla zone in a failed state that borders large parts of Naxalcontrolled areas in India, the flow of arms, people and money from illicit
activities would be a major boost to the Naxalites. What happens in Nepal has
profound implications on the Naxal / Maoist insurgency.
2) What should be the State Response?
The bane of counter-Maoists strategy is lack of lucidity in analysis and
consistency in formulating and implementing a viable strategy, primarily due to
elusive consensus between political parties and between the Centre and states.
As was saw on June 22, 2009, when the Central Government, rather belatedly,
declared CPI-Maoists as a terrorist organisation under Section 41 of the Unlawful
Activities (Prevention) Act, Comrade Prakash Karat promptly rejected that. Prime
minister Dr Manmohan has enunciated the 'walk on two legs' strategy to counter
Maoist violence. Its military and development approaches were to be
implemented concurrently.
It is important to understand the basic differences between Maoist terrorism and
jihadi terrorism to evolve a concrete strategy to deal with the problem.
a) The CPI-Maoist is a partly political, partly insurgent and partly terrorist
organisation. It believes in the Maoist strategy of capturing political power
with the help of a well-motivated and well-trained army of the impoverished
rural masses. It has been using the tribal areas in the mineral rich central
and east India, where the tribals have long been subjected to political,
economic and social discrimination and where alleged instances of police
excesses have been frequent, for the recruitment of its cadres and for
establishing operational bases from where attacks could be launched against
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small and big towns to capture arms and ammunition from the police and
paramilitary forces.
b) As an insurgent organisation, it believes in establishing its control over
territory 'liberated' by it. As a terrorist organisation, it differs from others. It
indulges in targeted killings of security forces personnel and its perceived
class and political enemies. It does not indulge in indiscriminate killing of
civilians (non-combatants), who do not come under any of these categories.
c) Maoist terrorism is a totally indigenous phenomenon motivated by domestic
grievances and a domestic political agenda. Jihadi terrorism is externally
sponsored or aided by the intelligence agencies of Pakistan and Bangladesh
and is motivated by their strategic agenda. Jihadi terrorism is a cross border
threat to national security. Maoist terrorism is not.
d) While the Maoist leaders are motivated largely by their desire to seek
political power through a Maoist style People's War similar to the war waged
by their counterparts in Nepal, their cadres and foot soldiers fighting for
them are largely motivated by genuine grievances arising from the political,
economic and social hardships.
e) The jihadis increasingly attack soft targets. The Maoists don't. They mainly
attack police stations, police lines, camps and arms storage depots of
paramilitary forces in order to demoralise the security forces and capture
their arms and ammunition. The repeated success of the Maoists in
mounting large-scale surprise attacks on such hard targets speaks of the poor
state of rural policing and intelligence set-up and the equally poor state of
physical security.
It is our long neglect of development in tribal areas, which has created large
pockets of alienation against the government and these pockets have become the
spawning ground of Maoist insurgency. We cannot have the same strategy for
dealing with Maoist activities as we have for dealing with jihadi terrorism.
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CHAPTER 3
NORTHEAST: THE FESTERING WOUNDS
A host of insurgencies, linked to various tribal and political identities, continue to
trouble India's northeast. The festering wounds of the region are slipping out of
the mainstream national agenda. The year 2008 was a grim reminder -- as
Manipur went up in flames and Assam, Nagaland and other states continued to
burn -- that New Delhi needs to come up with a robust, multi-faceted policy
response to bring peace back to the scenic northeast. It is all the more necessary
given the strategic sensitivities of the region.
Some of northeast's armed resistances are already among the world's oldest
active insurgencies, and the Indian army's deployment against militancy in the
region probably has no parallels elsewhere in the world in terms of the duration.
Worse, most of the armed movements in the region are increasingly turning into
kidnap and extortion rackets, with intricate links within the government
machineries.
While the trend in rest of northeast was mixed, Manipur was in flames in 2008.
Violence in Manipur flared up overtaking the much larger Assam as the most
violent state in northeast.

MANIPUR
In 2008, violence in the state increased almost 25 per cent over the previous year
and as the year drew to a close it was clear that a firm and grand strategy from
New Delhi could only quell the troubles of this state. Manipur reported almost
500 deaths in 465 insurgency related incidents in 2008, compared to the 388
fatalities in 2007. Occupying just 8.52 per cent territory of northeast, the fact
that 47 per cent of the violence in northeast took place in Manipur should be
alarming the nation. But the policy responses and local developments are no
assurance that New Delhi is appraised of the reality.
In Manipur, the situation took a turn for the worse in 2004, after the alleged rape
and death of Manorama Devi on July 10, 2004 in the custody of Assam Rifles.
2006 was the only year that showed some improvement in the situation,
otherwise the past four years have been deadly, with civil society alleging that
many of the alleged terrorists killed by security forces were innocents shot dead
in cold blood. Security forces claim that they have killed 347 insurgents, while
136 civilians and 16 security personnel have died.
Violence in Manipur is spread across the entire state, with the state capital
Imphal witnessing 35 of the 60 explosions in the state. The worst was the
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October 21, 2008 explosion close to the Manipur Police Commando complex, in
which 18 people were killed and 30 injured.
Most of the violence in the state is due to widespread extortions by militant
groups. Business houses, educational institutions, hospitals and other commercial
establishments have been living under the fear of extortion, and many of them
end up paying ransom to survive. Even religious places are not spared.
The media in the state is also under intense attack from the militants. They are
being forced to become mouthpieces of militant groups. On many occasions
journalists and media houses have come under direct attack of militant groups. In
the first week of August 2008, the Military Council (MC) faction of KCP imposed a
ban on widely circulated Manipuri daily Poknapham, for not publishing the
group's statement on the front page. The publication had to be suspended for
over a week. On November 17, militants killed Konsam Rishikanta, a sub-editor of
English daily Imphal Free Press.
Assam and Nagaland also continued to experience regular bouts of violence: At
least 384 people were killed in Assam in 2008, while in Nagaland the figure stood
at 201.

ASSAM
Assam was the second most violent state in northeast in 2008. Assam reported
almost 400 deaths, but the overall violence levels dropped about 15 to 20 per
cent in the state. In fact, the civilian deaths dropped 15 per cent while the
security forces registered a 25 per cent drop. But the noticeable part is that all
the 27 districts of the state recorded insurgency related violence, proving that an
immediate strategic intervention is necessary to pull Assam back to normalcy.
Even as this report was being prepared there was no indication from New Delhi
that anything of that scale was in the offing.
The Assam state police recorded arrests of over 1,300 militants in the same year,
significantly setting back the insurgent capabilities. But the arrests do not show
any drastic change in direction. Like in most other insurgency-affected states of
northeast, Assam too registered a huge jump in violence in the last months of
2008.
Major groups that continued to be active in Assam were the United Liberation
Front of Asom, the Karbi Longri NC Hills Liberation Front and the Black Widow.
On October 30, nine bombs went off in the western parts of the state killing at
least 87 people in the biggest terrorist attack in Assam since militancy began in
the early 80s. Though ULFA had initially denied any role in it, later investigations
showed that it was the handiwork of the group, in league with the NDFB and
HUJI.
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NAGALAND
The Naga insurgency is continuing without any end in sight. In 2008, violence
further went up from the previous year with over 200 people being killed, as
compared to 154 deaths in 2007. It is troubling to note that the starting 2007, the
level of violence has sharply risen, since the ceasefire between centre and the
NSCN (IM) was announced in the state in 1997. It is also a clear signal that New
Delhi's peace efforts are fumbling around directionless, both in terms of dealing
with NSCN (IM) and in dealing with the factional fights between various insurgent
groups. In fact, most of the violence in the past two years in Nagaland has been
between various insurgent groups.

MEGHALAYA
The state has been recording a continuous drop in insurgency violence for the
past few years, but Meghalaya has a long way to go before it can be called
peaceful. In 2008, the state reported no civilian deaths in militancy related
violence, though there was an increase in the number of incidents. Militants
based in Bangladesh carry out most of the operations in the state. There are
disconcerting reports that the state capital Shillong and other places are
becoming major centres of illegal arms sales, and many militants from other
states are frequenting the state for purchasing these weapons. What is further
aiding this thriving underground activity is the free flow of small arms from
Bangladesh and Myanmar.

MIZORAM
Except for some violence by the Bru Liberation Front of Mizoram (BLFM), the
state remained peaceful in 2008. The state suffers from cross-border smuggling
of weapons and other illegal items, and movement of militants from other states.

45

THE RECOMMENDATIONS

CHAPTER 4
MANAGING PAKISTAN: SETTING THE
GROUND RULES
It is not only terrorist organisations in Pakistan that challenge the very concept of
India. There are many in the political establishment and the Pakistan military
that also share the belief and are therefore the source of moral strength and
material support for the terrorists. For these terrorist organisations and their
mentors in Pakistan the very idea of democracy and the strength of the Indian
political system symbolised by regular elections and transition of power from
one party to another are a challenge to their medieval philosophy and their very
existence.
India needs to be 'Sanitized' from influence from or affliction by radical elements
of Pak/Afghan origins that have their focus on destabilising India. We, therefore,
need a coherent policy to deal with cross border terrorism and a strategy to
make sponsorship of terrorism against India prohibitive for our neighbours. India
must have a basket of options, which it could use against Pakistan. These options
include: economic, trade, media and publicity, foreign relations, military and
covert measures.


So far India's response has been reactive and defensive. India must make
Pakistan realise that continued use of terrorism against her will hurt itself
more than India. Untenable arguments that the state of Pakistan has very
little control over non-state actors should be rejected. It is also important
that some of the people within the establishment, the media and civil
society rid themselves of this belief. Non-state actors such as the Tehrik-eTaliban Pakistan, which are active in the tribal areas near the Afghan border,
maybe outside the control of the Pakistani army and intelligence agencies,
but the anti-India terrorist organisations indulging in cross border terrorism
in Indian territory are the surrogates of the Pakistani military and intelligence
agencies.



It is equally fallacious to believe that the so-called soft attitude and double
standards of the West on Pakistan will change. We have been paying a heavy
price for it. They will not and it must be factored in India's response. Indian
expectations of a hardline by the Obama administration against Pakistan
have also been belied. After assuming office, President Barack Obama has
been following the traditional US policy of closing its eyes to Pakistani use of
terrorism against India so long as it co-operates with the US against al-Qaeda
and the Taliban, which pose a threat to American lives and interests.
Pakistan has always taken advantage of such double standards in the US
counter-terrorism policy.
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Countries like USA, Saudi Arabia and China will not cut off economic and
military aid to Pakistan. Most recently, the Kerry-Lugar bill, which triples US
aid to Islamabad, seems to have ignored New Delhi's concern about use of
Pakistani soil for terror attacks in India, as it requires presidential certification
that the Pakistan Army is making "concerted efforts" against Taliban. By doing
so, the bill, which is supported by the Obama Administration, indicates that
its focus is on Afghanistan and appears to be mute on the terrorist attacks
carried out by terrorists groups like Lashkar-e-Taiba and Jaish-e-Mohammad
in various parts of India, which the United States is very well aware of.
40% gray for chapters



India should not bluff itself into believing that linkages with J&K and
Afghanistan will disappear, we will have to work through that disadvantage.
India has reasons to be concerned over renewed attempts in the US and the
UK to rationalise Pakistan's inaction against the LeT and other anti-India
terrorist groups by linking it to the so-called Kashmir issue and the Indian
presence in Afghanistan for assisting in the economic and educational
development of Afghanistan. Such attempted linkages, however, must be
strongly rejected.

Sizing Response Options –
The Hard Options:


Inflict Economic Pain: India has several economic tools at its disposal,
including stopping all imports from Pakistan, banning overflight by Pakistani
airlines, and significantly restricting travel between the two countries. No
doubt, Pakistan will retaliate but the pain will be asymmetrically more for
Pakistan.



Covert Retaliation. Immediate reprisal strike should always be an option.
India must revive its covert capabilities and be able to take deniable covert
actions inside Pakistan. India should be prepared for such action.



Surgical Strikes: One option is to conduct “surgical” strikes in Pakistan,
particularly in PoK (Pakistan occupied Kashmir) terror camps. This can be
done. India seems to know with reasonable certainty where these camps are.
Such strikes are feasible and even legitimate under the terms of the UN
Charter when the country is attacked or under imminent threat. We should
not be led into believing that the international community will support India
in case we respond with strikes across the border, to a Mumbai-type attack
even in future. But respond we must. And if we respond with surgical strikes,
we should prepare mechanisms to deal with international disapproval when
it comes and more importantly, be prepared for escalation of war with
Pakistan. For this, operational preparedness in terms of equipment and
ammunition would be critical. This however is not a subject for open
discussion.
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All Out Assault: Should a Mumbai-style attack happen again, India can – and
should- launch a limited but intense attack on the PoK. Of course, such an
assault should have clear geographical objectives and be ceased unilaterally
to avoid escalation.



Leveraging Water Issue: Indus Valley treaty is highly tilted in favour of
Pakistan. India is sparing water even beyond its treaty obligations. Water is a
very serious issue for Pakistan and India channelising water for irrigation and
power can seriously pressurise Pakistan.



In cases where tangible evidence exists of terrorists using Pakistan territory
for training, shelter, movement, financing, weaponising of terrorists (with or
without state support) action must be initiated for international actions
against Pakistan under UN Security Council resolution no 1373 etc.

The Soft Options:


Sharing Intelligence: Prime Ministers Manmohan Singh and Yusuf Raza
Gilani during the NAM Summit in July agreed that India and Pakistan “will
share real-time credible and actionable information on any future terrorist
threats”. Both the countries have a long history of attempting intelligence
cooperation – but it has seen little success. There is a view, that sharing of
intelligence is a bad trap India should not fall into. If Pakistan is provided
with correct and specific intelligence, they will cover their tracks, locate their
points of leakage and in due course see to it that all good intelligence
sources dry up. If Pakistan is provided generic intelligence, it will claim that
India is falsely implicating them with political motivations and will try to
bring down India's international credibility. Acceptance of the exchange is
also by implication conceding the position that Pakistan state is innocent and
only few rogue groups are responsible.



Joint Military Interaction: The two militaries have not even been able to
agree on allowing senior military officers to speak at each others' training
institutions like the Staff Colleges and National Defence College, a proposal
that formed part of 'Military Confidence Building Measures', due to
reservations from both the sides. Lt. Gen Satish Nambiar (FICCI Task Force
member) is the only Indian military officer (serving or retired) to have
addressed the Pakistani National Defence College in March 2007 on the
subject of peacekeeping. Given the fact that the two countries are major
contributors to UN peacekeeping, this is an arena that can be exploited as an
option.



Economic Free trade Zone: President Zardari has interest in opening of the
country's markets to free trade with India. Such a plan has long been under
discussion and can be explored.
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Cultural Contacts: Enhance people to people contact through carefully
planned and executed program that could include - education institutions,
arts and crafts, forum of intelligentsia, business institutions, parliaments,
government institutions etc.

“NEW FACE” OF TERRORISM
A new kind of terrorism witnessed with Mumbai attacks: deadlier, more
absolutist, almost nihilistic in its appetite for massive destruction and loss of life,
and usually religiously motivated, is on the rise. The next several years may be
called the “Era of Mumbai Terror”. The Mumbai attack was unusual not only for
India but also on the international scale and because it was so successful, it may
become a model for the next wave of jihadi fighters. We were witness to how
terrorists, equipped with the latest communications technology and firepower,
can disrupt our lives and businesses. What is significant to note is that this kind of
terrorism is very different in form, strategy, and scale from what we have
experienced decades ago.
 The Mumbai terrorist attack showed a rise of strategic terrorist culturesignificant in their audacity and ambition, as well as the complexity of the
operation and the diversity of targets. The selection of multiple targets –
Americans, Britons and Jews, as well as Indians – suggests that the terrorists
intended the attack to serve multiple objectives that extended beyond their
previous focus on Kashmir and India. This indicates a culture that poses a
difficult challenge: not whether we can outgun the terrorists, but can we
outthink them?
 Groups like those that planned and executed the action in Mumbai have
developed new organisational and operational capabilities that recognise the
gaps in counter terrorism and internal security measures. Such groups have
continued to develop innovative tactics, combining them with new forms of
expertise, training and technical capabilities. They have evolved, diversified
and grown and have been able to tap into necessary personnel and material.
It would thus be a mistake for us to continue to think of the depth of jihadi
personnel only in terms of the rigid confines of a few organisations.
 The most revolutionary aspect of the Mumbai attacks was the use of modern
technology to assist the attackers in planning the attack and with their
command, control and communications during the execution of their
operation. Technology not only assisted the Mumbai attackers in conducting
their pre-operational surveillance, it also enabled them to
 Use satellite imagery of Mumbai and GPS receivers to reach their assigned
landing spots by water and move to their assigned attack sites. Modern
technology also allowed the tactical commanders and even individual team
members to use satellite and cell phones to place calls to their strategic
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commanders in Pakistan, as demonstrated by some of the chilling audio
captured by the Indian Government.
 The military nature of the attack is striking. US intelligence sources rate the
Mumbai attack as being more sophisticated and logistically complex than
even 9/11. The attack, with its mix of military force and managerial nuance,
may come to be seen as a major tactical shift by terrorists.
It is to be noted that while India understands the “costs of military action”, it
should clearly understand the costs of “not responding” to terrorist outrages
sponsored from across its borders.

KEY RECOMMENDATIONS


In so far as the Mumbai attack is concerned it would appear we have not
leveraged the active support of the international community, given the fact
that the terrorists deliberately targeted several foreign nationals. There is a
greater need for coordination with other friendly countries and international
organisations. There is an urgent need to enhance the effectiveness of these
joint-working groups through extradition treaties, intelligence sharing and
joint operations and effective measures against terrorist funding. For
instance, the central government must co-opt the expertise of friendly
countries for developing capacity or monitoring movements of leaders of
recognized terrorist groups, their operators and movement of terrorist
funds.

 Develop capability for preemptive strikes, both covert and overt, on the
terrorist locations based in Pakistan. For this there is need for coordination
with other countries similarly affected to fix the locations of headquarters
and hideouts of organisations like LeT, JeM, HUM, etc
 India has access to the type of technology required for surveillance,
identification and monitoring of modules and equipment that terrorists and
their surrogates operating within the country, use or are likely to use. Even
so, it would be to our advantage to cooperate and coordinate with countries
similarly affected in the developed and developing world. Not so much a
matter of “sharing intelligence” as sharing information and knowledge to a
common purpose.


Have a common investigation cell for the whole of India to identify the
various terrorist elements and groups involved in this wide area network and
neutralise them. Piecemeal investigation in different states ruled by different
political parties each with its own partisan perception and agenda will result
in our continuing to bleed at the hands of this network.
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“Immediate response” mechanisms need to be reviewed, overhauled where
necessary, and put in place at the earliest. First responder preparedness not
only entails police and fire units, but having on hand the healthcare
equipment, pharmaceuticals, and transport needed to deal with the
aftermath of coordinated and expanded Mumbai-style attacks. The initial
steps towards providing seamless communications for first responders will
similarly need to be accelerated and put into place and those systems that
do not work will have to be replaced quickly. Hence, coordination by the
proposed Ministry of Internal Security with state governments, other central
government agencies like the Disaster Management Agency, medical
facilities, transportation agencies etc must be effected on a war footing.



The government should immediately carry out tailor-made terrorism
prevention and incident management drills for each metro city, clearly
identifying who will be responsible for leadership and co-ordination. A
similar drill should be prepared for the government of India. The drill should
cover aspects like incident management, media management, management
of relatives, public management, coordination between the state affected
and the centre etc.



One of the major problems in crisis situations in India is its ill-defined
decision making process. There are many minor decisions that need to be
taken to handle the situation. Those who are empowered to take decisions
are either not knowledgeable or unwilling, and those who can are not
empowered. A calibrated and well-defined delegation of powers is necessary
and people who are authorised to take decisions but not taking them in real
time should be made accountable. Accountability at different levels for
different things is necessary for a multi-disciplinary task.



The measures, which the government of India proposes to take such as the
creation of a national agency for the investigation of terrorism-related cases
with a pan-Indian dimension, additional powers for the police, creating a
rapid response capability in the police in important states, the creation of a
coastal command etc are strategic measures which would take at least one
to two years to mature. Till then, enforcement of immediate preventive
measures of a tactical nature would be necessary in consultation with the
states of Delhi, Maharashtra, West Bengal, Tamil Nadu, Karnataka, Andhra
Pradesh and Goa.



The Government of India should immediately undertake a vulnerability
assessment to identify areas and establishments, which would require
immediate attention and initiate the necessary additional security measures
with the present available human and technical resources. Among
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immediate measures required would be - intensification and strengthening
of police patrolling, intensification of inquiries about visitors of Pakistani and
Bangladeshi origin in hotels, inns, guest houses and other places, and watch
on areas of concentration of illegal immigrants from Bangladesh. It is
important to have in place basic monitoring mechanisms like recording the
entry and presence of alien nationals within our country and keeping a check
on their movements.
So far, there is very little indication that Pakistan will act the way India wants it
to. Nor can India effectively coerce Pakistan into compliance given their peculiar
not-so-asymmetrical mutual strategic equation. Pakistan's civilian government is
far too weak to want to risk antagonising the military. Going by the Pakistani
Army's recent actions, including covert support to Taliban-Al Qaeda militants
who destroyed 300 trucks carrying supplies to the US-led International Security
Assistance Force (ISAF) in Afghanistan, the ISI's involvement in the attack on the
Indian Embassy in Kabul in July, and the reluctance of the top brass to cede
political control over the agency, the military appears loath to make a complete
break with extremist ideologies and jihadi groups like the LeT, of the kind that
former President Pervez Musharraf promised after September 2001.
Yet, it is clear that Pakistan must make such a clean break and execute a
paradigm shift in policy if it is not itself to be devoured by extremism. At our end
we have to deal with terrorism against our nationals and interests emanating
from our neighboring countries in our own way, through our own means and on
our own terms. Our efforts must also be directed to –


Isolate the jihadis ideologically and create fissure within the jihadi groups



Destroy jihadi recruiting infrastructure and training camps



Compel Pakistan to supplant madrasas with modern institutions



Neutralise fundamentalist and terrorist leadership



Disallow Pakistan to gain foothold in Afghanistan as this will ultimately
consume Central Asia in jihadi fervor

We must face the hard reality that none of the options currently available to us
are likely to produce sufficient results. We, therefore, need to build up new
capabilities. We must also realise that terrorism, cannot be defeated unless costs
– indeed, unbearable costs – are imposed on its state sponsors. The Indian
leadership should have the will and the imagination and the capacity to evolve
strategies to do so.
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CHAPTER 5
A ROBUST RESPONSE TO THE NAXAL
CHALLENGE
KEY RECOMMENDATIONS
1. Create a national authority to evolve dynamic counter insurgency and
terrorism policies. Broadly it should be composed of three elements
advisory, strategic, planning assessment and tactical operations.


Its overall aim should be to deter, discourage, detect and defeat the use of
violence and terror against the state.



It should work in close coordination with national and state level intelligence
and police agencies



It should have at its disposal forces specially trained for carrying out special
operations with adequate mobility, technology, and firepower support to
respond to the needs of the states affected.

2. A critical responsibility of the State is to regain Mass Control from the Maoists
of small areas though application of superior targeted force. This should be
accompanied by National Repair Works to fill in the faultlines of the last
several years. Provide for basic amenities and facilities in these areas by
providing schools for education, hospitals, and physical security etc.
Determined and superior force application followed by repair of the faultlines
will be critical to demolishing the myth of Maoist/Naxal invincibility and will
set an example through state domination. The process of restoring state
control over the areas affected by LWE will be slow and block by block,
moving from one block to the next only after re-establishing effective and
credible governance structures. If not done, the State would be fighting
hopelessly half-witted game against the determined Maoists, who are inching
towards unity and are trying to assume massive striking power following the
success of the Maoist movement in Nepal.
3. Along with determined force application the vast areas of state
responsibilities towards the people have to be attended without seasonal
and cynic political gimmicks. The vast countryside is getting isolated from the
urban centres, urban prosperity is not reaching the vast rural areas and the
neglected hill tribals are getting more disillusioned. Only superior military
application by the State cannot stop the Maoist upsurge. The political and
bureaucratic class are required to be in war-preparedness to tackle the
situation by taking both determined military actions and socio-economic
development reforms.
4. The State must also identify people from within the Maoist and the Naxalites
having political ambition, bring them into the political mainstream by
convincing them to fight elections and co-opt them into the democratic
framework. After Charu Majumdar, when Vinod Mishra came in, he formed
the Maoist Communist Centre and fought elections. Some splinter ultragroups have joined the MCC in Bihar and People's War Group in Andhra
Pradesh.
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5. Maoist terrorism cannot be effectively countered without modernising rural
policing and the rural presence of the intelligence agencies. The state
governments must implement the recommendations of the National Police
Reforms Commission of 1979 and orders of the Supreme Court on the PIL
filed by ex DGP, Shri Prakash Singh in letter and spirit; not half heartedly as
has been done in some states.
6. An important aspect that stands out is the lack of resources and
infrastructure with the security agencies (State) to monitor activities and
launch missions. At the foundation, effective policing is required. Major
deficiencies are lack of adequate manpower, communication, lack of
mobility, lack of appropriate firearms and personnel protection and lack of
interface between the police force and the local community. It may take a
long while for the resources to be made available. In the interim, the
military must provide (as commitment) weapons, communication systems,
helicopters, UAVs and all required expertise (not just limited from the army
but from the three services). Recruitment and training must be taken up in a
war-footing manner.
7. As in the case of dealing with Jihadi Terrorism, we must fully exploit the
technological capability to our advantage in terms of satellite surveillance of
areas under the dominance of Left Wing Extremism (LWE), tracking of the
movements of their armed cadres, use of unmanned aerial vehicles (UAVs),
monitor their communications, etc.
8. There was a long-standing proposal from the Army for revamping state
armed police, central police forces and paramilitary forces, by trained Army
personnel with 8-10 years service who could be laterally inducted into these
forces. They will not only bring in some Army ethos and culture but also save
state money on training. The laterally inducted men will benefit by serving
longer and within their own state. The Army will also benefit. It will be able
to maintain a younger age profile. This point has also been recommended by
the Standing Committee on Defence in the Parliament as well as in the sixth
Central Pay Commission.
9. The Task Force also strongly recommends that all entry into Central and
State Government employment including into public sector undertakings, be
made contingent on two/three years of compulsory service in the Armed
Forces; a sort of selective national service concept. This includes IAS, IFS, IPS,
etc, as well as entry at lower levels including into the state police, CPOs and
paramilitary.
10. The capabilities of the security agencies deployed for countering Maoist
activities have to be different from those of the urban counter-terrorism
agencies. The emphasis has to be on greater mobility in the rural areas with
very little road infrastructure at present and greater protection from
landmines used extensively by the Maoists. Our failure to develop the road
infrastructure in the rural areas has facilitated the spread of Maoist
terrorism by taking advantage of the lack of mobility of the security forces.
11. The robust use of force cannot work unless there is better coordination
between the Centre and States and the law enforcement agencies (state civil
and armed police, central police organisations and paramilitary forces)
across the country are reinvigorated, well trained, equipped, and managed.
Use of the military should be restricted to provision of training and
equipment, together with advice where necessary.
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12. The Central Government has continued to put the onus for solving the
problem on the individual states with little supervision or effect. The
responsibility without resources at the state level, and the lack of
accountability at State and Central levels must be resolved soon.
13. The development approach is even more important than the military
approach. The spread of Maoism is an indication of –
a) A sense of desperation and alienation that is sweeping over large sections of
India who have been marginalised, exploited and dispossessed in their tribal
homelands.
b) Failure of the administrative machinery at the grassroots level. What we need
is a comprehensive centre-state strategy, which should include broad based
domains of national and state policies including accelerated economic
development, social justice, security and media policies.
c) Employment, land reforms and development of road infrastructure in tribal
areas must be given the highest priority. It should address dedicated and
effective governance through good administration, prompt and fair judiciary,
and law and order machinery that inspires public confidence.
d) The tribal areas, have to be developed on a crash basis, given that India's
tribal population accounts for as much as 40 per cent of the country's
internally displaced population while 40 per cent of India's scheduled caste
population owns less than an acre of land.
e) Involvement of the people in having a say on the issues of governance and
development is critical. To be meaningful local democratic institutions should
be strengthened to freely operate and act as the mechanism for ventilating
and redressing people's grievances. This would reduce the relevance of
insurgents to the people and sections of society. Panchayati raj institutions
should be strengthened and be empowered to assume this responsibility as
the areas are freed from the influence of non-state actors.
The haunting problems of lack of concrete steps by the central government,
inadequate preparations of the state governments and insufficiency of cuttingedge intelligence, if not addressed at priority level, is likely to add to the country's
woes.
When one looks at Kerala today, the LWE situation is much less grim than in other
states as mentioned in the report. Has it something to do with the actions taken
particularly by the communist parties while in power in Kerala at various times
over the last five decades, and possibly other parties as well, to cap land holdings
and provide land to those who worked on it? It may be useful to draw from that
experience.
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CHAPTER 6
RANGE OF RESPONSES TO TERRORISM:
LONG TERM MEASURES
India today faces a number of conventional and non-conventional national
security challenges. There are several internal security threats that have external
linkages. As the Mumbai strikes showed, Indian Republic – the only stable,
democratic, secular and most progressive state in the region – has become an
eyesore for the jihadis. To unravel the Indian republic, the jihadis have sought to
undermine its rising economic strength by repeatedly making its financial capital
their target since 1993. And the latest attack was launched at a time when
foreigners already have been heavy sellers of Indian equities.
However, the question that India needs to examine is: Why have we become a
victim of international terrorists and so often? Before seeking to replicate new
techniques in other pluralistic states, the terrorists seem to first try them out
against Indian targets. Innovative strikes first carried out against Indian targets
and then perpetrated in the West include attacks on symbols of state authority,
midair bombing of a commercial jetliner and coordinated strikes on a city
transport system. Now, Jihadists arriving by boat, innovatively carried out a
series of horrific assaults in Mumbai that are as daring as the 9/11, and a model
for imitation elsewhere.
Rand Corporation, American think tank, in its study of the 26/11 Mumbai attacks
pointed out following failures or weaknesses in India's counterterrorism and
threat-mitigation structure.
1. Intelligence failures:
 Confusion about prior warnings, lack of specific knowledge about time
window
 Little coordination between central security agencies (RAW & IB)
 Problem of rapid dissemination of covert intelligence for actionable
purposes
2. Gaps in coastal surveillance:
 Shortage of equipment
 Shortage of maintenance funds
 Ineffective monitoring of shores
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3. Inadequate 'Target Hardening':
 Antiquated police equipment
 Inability of law enforcement to defend against concerted attacks
4. Incomplete execution of response protocols:
 Inability of the police to contain or cordon off the attack sites
5. Problems with response timing:
 Local army force arrived five hours after the attacks began
 Elite commando forces arrived eight-and-a-half-hours after the attack
started and took another 30 minutes to begin operation
 Those nine hours included waking up the sleeping pilot of the plane that
flew the elite commandos to Mumbai
6. Inadequate counterterrorism training:
 Ill-prepared first responders using old antiquated equipment
 Police bulletproof vests came from the lot that had failed before
 Police helmets were World War II issues and useless for modern combat
 Police rifles were similar to those used by British army in 1950s.
7. Limitations of municipal fire and emergency services:
 Firemen were ill-prepared, slow, untrained and uncoordinated
8. Flawed hostage-rescue plan:
 No command center was established
 Commandos went in blindly without detailed maps of buildings
 Absence of night-vision goggles and thermal-imaging equipment
9. Poor strategic communication & Information management:
 Central government and security forces failed to gain control
 The terrorists were alerted through sound bytes of the number of elite
commando units that were being deployed and when they were being
deployed.

Countering Terror: A Robust Strategy
Combating terror demands at least four different elements  A well thought out strategy
 Effective state instruments to implement that strategy
 A credible legal framework to speedily bring terrorists to justice
 Unflinching political resolve to stay the course.
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India has been deficient on all four. It would be helpful if the government can
articulate an integrated and coherent national security strategy, synthesising all
elements of national power. Such a comprehensive national security strategy
should outline the various dimensions of national security, the assessment of the
government with regard to the prevailing national security environment and the
steps needed to deal with these threats.

LONG TERM MEASURES
PREVENTION THROUGH INTELLIGENCE
The Mumbai attack highlighted the following:


The compelling need to improve the country's capabilities in respect of
terrorist-related intelligence.



Revamp the manner in which we handle the information that various
government agencies have access to.



Ability to convert such information to actionable intelligence and reach it to
the concerned operational agencies in a timely manner.

The government has taken some steps for toning up the coordination, collection
and interpretation of intelligence collected by different agencies by strengthening
the Multi-Agency Centre (MAC) headed by the Intelligence Bureau, which had
been set up as recommended by the Group of Ministers appointed for
comprehensive and integrated reform of national security. Home minister P
Chidambaram has addressed the MAC staff, besides initiating measures to make
up for the resource constraints faced by the MAC. This is an important step,
which needs to be replicated at state level. A network of MAC and
State/Subsidiary Multi Agency Centres (SMAC) also need to be created.
Even before the Mumbai attack, the National Security Adviser (NSA) had set up a
Task Force headed by Dr SD Pradhan, former Chairman of the Joint Intelligence
Committee (JIC), to have a fresh look at measures required for further
strengthening intelligence collection and co-ordination in the light of
developments since 2000. Inter alia, this Task Force is also expected to address
the resource and manpower shortages faced by the intelligence agencies and to
remove red tapes in the processing of their proposals in this regard.
While these measures are expected to result in short-term improvements in the
functioning of the intelligence community, there is a need to think strategically of
medium and long-term measures. Such strategic thinking has to be based on the
assumption that any significant improvement in our bilateral relations with
Pakistan is unlikely in the near future and that cross-border terrorism would
continue to be a crucial internal security threat. Such strategic thinking should
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also take into consideration a scenario where the developing strategic relations
between India and the US makes it a target of global terrorist organisations such
as Al-Qaeda. At a strategic level, India must also be ready and willing to combat
terrorism outside its geographical boundaries when called upon by International
Community, thus demonstrating its commitment to global peace and prosperity
and expeditionary military capabilities.
In the aftermath of the Mumbai attack change of leadership in the Home
Ministry restored credibility of the government. Also the National Investigation
Agency (NIA) was set up and a decision has been taken to deploy the National
Security Guard (NSG) in the four metros and later in all state capitals in the
country. Parliament also passed in record time the Unlawful Activities
(Prevention) Amendment Act 2008 which would, inter alia, allow the detention
of terror suspects for up to 180 days. The steps taken no doubt are important but
they alone would not substantially enhance our capability to counter terror.
They, at best, would qualify to be interim measures before we establish a better
system after we undertake an honest appraisal of our counter terror
instruments.
Viewing national security as part of overall security strategy, one should examine
the architecture and working of anti-terrorist security in all its dimensions
intelligence gathering, analysis and dissemination of intelligence, prevention or
pre-emption, preparedness and capacity building and finally response.
1. BETTER INTELLIGENCE
Intelligence is by far the most powerful counter terrorism instrumentality in the
state's arsenal, and it is here that some of the greatest infirmities exist. Apart
from the entire issue of coordination and dissemination of intelligence, it is
useful to look at the basic capacities of intelligence gathering.

The Problem Areas
a) Intelligence structure
I.

The structure and operational philosophy of intelligence units and state
police have not changed much over the decades despite sweeping changes
in security scenario- they are mostly structured as agencies to protect law
and order than act as investigative and intelligence units.

II. Criminal investigations are usually inserted into terrorism investigations only
after an incident takes place.
b)
I.

Intelligence Bureau (IB) and State Intelligence Units: Capacity Deficits
The agency responsible for India's internal security, is simply not large
enough to protect a country of 1.1 billion people.
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II. The total strength of IB is 25,000, of which almost one-third comprise drivers,
peons, administrative and secretarial staff.
III. Only 2,000 are actually engaged in the all-important fieldwork that can be
used to uncover terrorist plots before they are carried out.
IV. The dedicated resource for counter terrorism intelligence is in the region of
about 300, according to reliable sources. Understaffed and unfocussed,
Intelligence services lack the capacity to infiltrate terrorist organisations. As
for the capacities of the state police intelligence apparatus, these, with rare
exception, hardly bear mention in a current counter terrorism context.
V. These absolute deficits in capacity are, of course, infinitely compounded by
the loss of operational intelligence because of the absence of proper
processes, databases and coordination mechanisms.
Currently, individual states manage their own anti-terrorist operations without
the support of a national counter terror body. The Second Administrative Reform
Commission, headed by former Karnataka chief minister Veerappa Moily states
“Dealing with crimes, which have inter-state as well as national dimensions, call
for effective coordination at the national level in addition to cooperation
between centre and state and between the states.. This is also necessary because
the resources (technical, professional and financial) of the states are not
adequate to meet the challenging requirements…in most cases…there are hardly
any institutional arrangements apart from periodic conferences and meetings
which are obviously inadequate”.
c) Lack of Intelligence Sharing
I.

The singular inability to share intelligence is not caused by lack of information
but a deep reluctance to share information, data and resources among the
police, intelligence and security agencies.

II. There is no real time gathering or sharing of intelligence, prompted in
significant party by turf-battles between various agencies.
III. The Joint Intelligence Council (JIC) was set up to collate the intelligence from
various organisations, but never did so.
IV. Along with an inept information-sharing architecture at the national level,
this reluctance has proved to be the most critical flaw in counter terrorism
intelligence operations.
Contrary to accusations of “intelligence failure”, it gradually appeared that a
credible intelligence had been generated about a possible seaborne terrorist
attack on Mumbai. In fact credible media reports and other sources have spoken
of a specific warning about the ten terrorists, based on their satellite phone
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coordinates, while they were in the Indian Ocean. Two major questions,
therefore, arise: was the information sufficient to enable preventive actions and
how the information disseminated and used?
In Mumbai, the problem was how intelligence was communicated, in what form
and to whom, and what action was proposed or taken in response. Was there a
system at all? Vetting and analysis of intelligence, building upon leads to gather
more related information to bring out a clearer picture, assigning appropriate
threat levels, effective communication to all concerned and ensuring appropriate
follow up measures, are all important elements in the chain. All this was not
done in the present instance highlighting the “system failure”.
d) Lack of Follow up Action
I.

More often than not, setting up of commissions and committees is never
matched by implementation. If only some of the recommendations made
earlier on the subject of restructuring the intelligence apparatus were
implemented sincerely, the nation's preparedness to meet and deal with the
terrorist threat would have been enhanced.

II. The Kargil Review Committee, which went into the massive failure of
intelligence stated: “There is no institutionalised mechanism for
coordination or objective-oriented interaction between intelligence agencies
and consumers at different levels. Similarly, there is no mechanism for
tasking the agencies, monitoring their performance and reviewing their
records to evaluate their quality. Nor is there any oversight of the overall
functioning of the agencies.” Despite its report, reform in intelligence
agencies was slow in coming.
III. The problem is that nearly a dozen agencies operate side by side in silos
where intelligence follows a down-up approach.

The US Experience
In 2002, the US created a separate Department of Homeland Security by merging
22 different agencies, by an act which created an overarching federal entity
responsible for the country's internal security. The DHS oversees and coordinates
the activities of nearly 87,000 state and local level agencies or “jurisdictions”
having security responsibilities.
The US also undertook major reform of the intelligence community. It created a
Directorate of National Intelligence, which brings together all the 17 intelligence
agencies under one umbrella – under the Directorate of National Intelligence
(DNI). The objective of the DNI is to create a seamless web of information out of
the databases of various agencies and provide it to users, including those in the
private sector, on the basis of need and utility, and breaking the barriers between
agencies. The DNI's vision is a bold one but achievable. The main idea behind the
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DNI's vision is to ensure that information is shared rapidly across the intelligence
community and also with relevant agencies outside the intelligence community
so that the active agencies have an edge over the terrorists. The DNI's aim is to
create a seamless integration of people, processes and technologies to achieve
the sharing of information.
The US effort has been directed towards integrating the activities of the multiple
scattered agencies having any connection with internal security. The effort was an
indication of the seriousness with which the matter was tackled and
implemented. It is not necessary for India to adopt a similar set-up, but India
must emulate the evolution and implementation, and their best practices.

Key Recommendations
Based on these identified problem areas, the Task Force makes the following
recommendations:
 Strengthen the Intelligence Bureau for collection of intelligence, its collation
and analysis, and for dissemination. In doing so, the effort should not only be
directed at increasing numbers, which is usually the case, but also at
reviewing the mandate. For instance the well known misuse of the IB for
political ends detracts from its effectiveness and such misuse must be
dispensed with.
 Use best available brains to upgrade intelligence: Intelligence is often an
amalgam of information and data from various sources technical and human
sources- all of which is converted into knowledge by skilled analysts. But all
this is not enough because intelligence is as good as the process that coverts
this information into knowledge and as good as the ability of the ultimate
user to assimilate this intelligence. An important aspect of enhancing
intelligence is ensuring that the agencies have the best people and
technology.
 Put greater on Human Intelligence (HUMINT) while continuing to
strengthen Technical Intelligence (TECHINT): The need to strengthen
HUMINT remains paramount. Over the years, the focus has shifted more to
technical intelligence, with human aspect not being paid too much attention.
No amount of Techint is a substitute for an intelligence operative or an astute
and experiences analyst. Techint is also indispensable for intelligence
gathering, analysis and dissemination. And India needs to strengthen its
capabilities to glean technical intelligence from space-based surveillance,
open source intelligence (OSINT), and a host of other capabilities. However
none of it can replace the capabilities and reliability of human beings. As is
being repeatedly exhibited around the world daily, especially in battlefields
of the technologically superior United States, there is no substitute for boots
on the ground, whether it is to fight a war or to collect intelligence.
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 Develop mechanisms to monitor and advice on adequate follow up action:
In the present system, even with the proposed modifications, the provider of
intelligence or anyone else seem to lack the authority or means to ascertain if
the intelligence has been taken note of and acted upon. Ignoring an
important input or inadequate action may result from various causes, like
lack of full and proper appreciation, non-reiteration of threat, shortage of
resources, complacency after completing the minimum required
“documented” action, etc. This seems to have been the case with Mumbai
attack.
 India needs a Director for National Intelligence. Intelligence assessment has
been a neglected aspect of intelligence process in India. An effective
mechanism for long-range assessments is an absolute necessity: The National
Security Council (NSC) is a deliberative body and it cannot be effective unless
it is presented with an agenda generated by an assessment body. The virtual
merging of the Joint Intelligence Committee with the National Security
Council Secretariat in 1999 was a retrograde step. The Joint Intelligence
Committee should be made capable of undertaking integrated intelligence
assessments whenever needed. It could also be used to identify intelligence
gaps, foresee intelligence needs and help in assigning intelligence tasks.
 The assessed information must be reported to the Cabinet Committee on
Security (CCS) so that the committee is sensitized. This practice does not exist
and does not allow for the adoption of a proactive policy.
 Develop a specialized cadre for National Security Management: India does
not have a cadre dedicated to national security. For example, an officer who
was previously Secretary (Fisheries) in a state is brought in as Joint Secretary
in charge of internal security or defence. This generalism in the IAS needs to
be reformed and therefore there is a need for a specialized cadre for national
security management.
 Have a need-driven review of intelligence assets and capabilities: There
have been crisis-driven reviews in India, undertaken after perceived
intelligence failures in order to identify deficiencies and to remove them.
India has never had a need-driven review of its intelligence assets and
capabilities. A need-driven review is prospective in nature and looks into the
likely needs of the future and creates assets and capabilities that are capable
of meeting those needs as and when they arise.
 Set up a new agency focusing on the collection of intelligence about nonstate actors through human and technical penetration: Intelligence priorities
have undergone considerable changes during the last decade. Now threats to
our internal security from non-state actors will keep us preoccupied in the
short and medium terms. If the intelligence agencies have to play their due
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role in effectively preventing these threats from materializing, they have to
develop new tradecrafts and new techniques for the penetration of nonstate actors through human and technical moles for the collection of
intelligence. This is a specialized and full time task which neither the IB nor
the R&AW, as they are constituted today, would be able to perform
adequately. A new agency focusing on the collection of intelligence about
non-state actors through human and technical penetration is, therefore,
required. It should have the powers to operate everywhere -- inside India or
in the neighbouring countries or elsewhere -- from where threats to our
internal security from non-state actors could arise. It has to have a mix of
civilian and military experts, and scientific and technical personnel since
collection of cyber intelligence to facilitate net centric counter-terrorism
would be one of its essential tasks.
 Better Interface between National Technology Research Organisation
(NTRO) and other intelligence agencies: For separating the relevant signal
from the background noise the use of frontier technologies needs to be
popularised. The government has created NTRO for the above purposes. The
interface between NTRO and other intelligence agencies needs to be
improved.
2. CREATE A NATIONAL COUNTER TERRORISM AGENCY (NCTA)
Intelligence gathering, analysis and dissemination play a pivotal role in
combating terrorism. Currently, while several departments and agencies process
intelligence within their own facilities, there is no consolidated centre that
collects and analyses information from those agencies participating in counter
terrorist activities. It would be inadequate to strengthen only the investigative
set up. What is needed is a credible counter-terrorism infrastructure patterned
after the Federal Bureau of Investigation of the US, with all India jurisdiction
either through an executive order or parliamentary legislation or by a
constitutional amendment. The NIA and the NCTA may work in unison.
The US has created a National Counter Terrorism Centre (NCTC) which analyses
terrorist threats and shares this information with all the concerned agencies. The
NCTC is the most important source of analysis as well as strategic operation plan
for counter terrorism. It coordinates its CT efforts with the CIA, FBI, Departments
of State Defence and Homeland Security as well as specialist departments such
as those of Energy, Treasury, Agriculture, Transportation, Health, Nuclear
Regulatory Commission etc. NCTC officials chair interagency meetings to discuss
emerging threats to US interests at home and abroad. Some of the specific
things done by the NCTC are:

65

Key Recommendations:
 The proposed National Counter-Terrorism Agency should have powers to
investigate all terrorism-related cases occurring in any part of the country
with the objective to facilitate action and prevention. The basic requirement
is to empower the central government to have jurisdiction (concurrently with
the states or exclusively) in specific cases like inter-state terrorist activities.
 Such a central facility would improve our capability to understand and
anticipate future terror threats, support national crisis management and
provide a common database readily accessible to individual agencies.
Potentially, this centre could be the focus for developing a cadre of interagency intelligence analysts specializing in the subject of terrorism.
 There should be a Director-General, Counter Terrorism, who is the ex-officio
special director of the Intelligence Bureau with all counter-terrorist work,
multi agency centre and joint task force on intelligence centralized under his
control. Being part of IB, the outfit will overnight acquire communication
linkage, intelligence reach, logistic and technical support, connectivity with
local police and administration not only in every district but remotest border
areas. This will bring the whole country under a unified counter terrorist grid
with no extra cost or time involved. No comprehensive counter terrorist data
centre can be built to the exclusion of intelligence inputs and due to various
sensitivities involved no intelligence agency can transfer its entire data to a
non-intelligence agency.
 The Director-General of Counter Terrorism be made part of IB so that he can
have total access to the intelligence data, will also be able to leverage vast
technical capabilities of national intelligence agencies both for intelligence
and keep the counter terrorist force at its technical best.
 The director general of the new agency should enjoy total autonomy and
should be the only person empowered under laws to undertake counter
terrorist actions.
 Specialised counter terrorist force, like the NSG, should be brought under the
control of the agency for undertaking intelligence driven operations and
remaining in readiness with constantly rehearsed exercises for physical
actions. They should be constantly updated of emerging trends, techniques,
weapons, modus operandi targets etc. The personnel carrying out
intelligence, physical and investigation functions should carry out joint
exercises and train themselves together to achieve total synergy.
 The DG should be empowered to maintain liaison with friendly security and
counter terrorist agencies, as when handled by those who know little about
terrorism, the loss in content and time is unaffordable. They will also not be
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able to seek right amplifications, raise the level of dialogue from generic to
specific and fine tune the action plans by distinguishing between immediate
and important. Such powers will help the DG to keep abreast of latest
techniques, technologies, equipment and weapons that have proved
effective against the terrorists and take initiatives to keep his armed wing
best trained and equipped.
 Investigators as part of the composite Team should be selected for their
special skills and attitude including knowledge of terrorist groups, modus
operandi, collaborative linkages, channels of procuring funds and weapons,
etc. Most importantly, highly knowledgeable and skilled interrogation teams
should be constituted.

The Agency should have at least the following responsibilities
and capabilities:
1. Have total access to all terrorism-related intelligence reports from all
resources of state and central governments. Collate, analyse, appreciate and
promptly disseminate processed intelligence inputs to all concerned
operational agencies.
2. Converge all-source intelligence collection, and its dissemination, of
processed intelligence inputs, to all concerned operational entities. All this
under a common umbrella with unambiguous responsibility, authority and
accountability.
3. While the intelligence function should aim at collection, integration of all
source inputs and their refinement to operational grade intelligence, the
physical action component should focus on terrorist-specific tactics, field
craft, equipment and skills for speed, surprise and dominance.
4. Recommend and arrange to provide temporary additional security to
threatened entities till adequate regular arrangements are made; monitor
the progress in following up of action on agreed measures.
5. In the event of terrorist threat materializing, host central and on-site
command and co-ordination centres with representatives from the lead
agencies and access to other specialists and act as the clearing house for all
information on related developments.
6. Co-ordination of all post-incident investigations.
7. None of the measures suggested above encroach on powers of the states
any more than the NIA Act does.
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3. BETTER INFORMATION SHARING
In intelligence work, information is the key. Getting information at the right time
and sending it out to the right people can go a long way in combating terror. And
technology can play in important role in doing just that. An ideal Information
Technology system would help agencies gather information, analyse it to glean
intelligence, and send out alerts to the concerned authorities.

Key Recommendations:
 Develop an Integrated Model for Information Sharing: Several security
agencies responsible for country's internal security may have their own
intelligence gathering systems. In addition, there is a huge amount of
personal information that is held by banks, telephone companies, credit card
companies and various other sources. In an increasingly electronic world,
every individual leaves behind a trail of information with every transaction.
Unfortunately, much of this information is held in silos. There is a lack of
seamless flow of information between the various repositories of
information.
 Information from all agencies should come into a centralised repository
where it can be collated, analysed and disseminated in real time. Of course,
the system must be extremely secure so that the information does not fall
into the wrong hands. Besides the information from agency sources, a large
amount of material never gets into the system in time because it comes from
networks of informers on the ground. These informers often have vital
information, which can validate or add to existing intelligence. Wireless,
handheld and mobile technologies could be used to effectively do this, in a
cost-efficient manner as well.
 Use sophisticated and integrated public surveillance systems such as CCTV
cameras and number plate tracking systems: Instead of just using these
instruments in sensitive areas such as airports, these systems can be installed
at entry and exit points, junctions, and sensitive routes. CCTV footage and
data from number plate tracking systems can be made available through the
centralised intelligence repository to law enforcement agencies.
 All information should be held in digital format: Such digitalized information
can be transferred from one location to another easily. In fact, in the London
tube bomb blasts on July 7, 2005, security cameras at the King's Cross station
recorded the four suspects. The trouble with CCTV systems is that they
generate a voluminous mass of footage. A possible solution is to combine this
with biometric analysis such as face-recognition systems.
 Need for security agencies for a superior incident management and
information system: Often, a series of small events builds up to a large
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terror strike. Terrorists have been found to test system preparedness with a
series of small crimes, like a series of bomb hoaxes, before the eventual
strike. If there is a proper incident logging system, coupled with a good
analytics system, law enforcement agencies can spot patterns and be better
prepared.
 Make relevant data and analysis available to the right people at the right
time: Data by itself is meaningless unless intelligence can be gleaned from it.
That is where analytics can help. Using the data from the information
gathering systems, law enforcement agencies can build threat and risk
models, spot patterns, and become proactive in their anti-terrorism
activities, rather than reactive as they are now. The Mumbai terror attack
has shown that it is critical that relevant data and analysis must be made
available to the right people at the right time. It should also have enough
controls in place to ensure that the information does not fall into wrong
hands. It should also have a 'push' system in place where alerts are sent out
to key people.
 Make IT system a part of a larger anti-terrorism plan: The use of
information technology in intelligence work has to be enhanced several
folds. A robust and integrated nationwide information sharing system, rather
than the disparate systems in which each agency maintained its own, can
significantly increase the chances of preventing disasters. For instance, over
the last few years, the US government has made a concerted effort to
leverage IT as a key weapon in the war against terror. The US Department of
Homeland Security (DHS) spent nearly $3.75 bn in 2004 and more than $11
bn in 2005 on IT-related projects. These projects included the creation of a
common information exchange, systems for mining data from collections of
unsorted electronic documents and databases, biometric identity cards and
checkpoints for critical workers, and border security systems. For example,
the DHS set up the National Information Exchange Model (NIEM), an
information exchange that facilitates data sharing beyond law enforcement
to the areas of justice, public safety, intelligence, homeland security, and
emergency and disaster management.
 The DHS has created an information-sharing system that is multi-layered. In
addition to off-site facilities that can house analysts and intel components,
DHS has worked to create an unclassified Homeland Security Data Network,
called HSIN, which is available from any computer terminal, making HSIN
available even when other government facilities are not. For secure
communications, DHS has also built communications resiliency through
HSDN and secure voice communications.
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4. CREATE A NATIONAL INTELLIGENCE GRID
India could learn from the experience of the US and other Western countries
where effective data fusion centres have been created. Actionable intelligence
should be accessible to all law enforcement agencies in real time on need to
know basis. The need of the hour is sharing of intelligence at the earliest, rather
than guarding the turf. This mindset change should be brought about at the
earliest possible.

Key Recommendations:
 Develop a “National Intelligence Grid” under the Proposed National
Counter-Terrorism Agency (NCTA): A national database of intelligence
allowing all agencies to receive crucial real-time intelligence is of urgent
requirement. A secure E-network connecting the proposed NCTA to all
district headquarters and police stations should be done on priority basis. It
should be linked to the agency's data mining centre where terrorist
information from police station to the highest in the agency is imputed
according to availability and retrieved according to needs; with appropriate
security measures, firewalls and filters. The agency should have state of the
art, technical infrastructure to collect technical and cyber intelligence, break
the codes, analyse terrorist documents, carry out technical surveillance and
jam terrorist communications during physical engagements.
 Establish a separate data mining organization: Data-mining, is an important
tool in stabilising correlations between various sets of information from
immigration authorities, transport bodies, police stations, intelligence
databases, mobile telephone operators, etc. This computer software would
analyse separate and disconnect information and identity links that would
otherwise be hidden. Linking of separate systems and use of this specialised
software would provide critical information to track suspicious activities.
Tools and procedures for more effective data analysis and producing credible
warnings are also required.
For instance agencies like the IB, RAW, and Defence Intelligence Agency gather
information in multiple formats handwritten notes, email messages, voice
intercepts, videos, pictures, maps, sketches, SMS from numerous sources etc.
These agencies then store the data in a common nationwide system, which allows
them to collaborate and analyze it to check for patterns and correlate seemingly
unrelated information. When they find such links and patterns, they proactively
issue actionable security alerts to the relevant central and state authorities,
preventing disasters from happening in the first place.
 As Nandan Nilekeni goes into operationalising the Unique Identification
Authority of India there is a case for factoring in the inclusion of data as part
of a national grid to assist in counter terrorism.
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NATIONAL INTELLIGENCE GRID – DATA ANALYSIS
PLATFORM REQUIREMENTS
BACKGROUND


Policing in India is regionally organized



Knowledge dominance is key to fighting terrorism both at the policy and
tactical levels



Address end-to-end gap



Deeper Preemption Capability



Allows for responsible agencies, police in states / cities to be aware of AllIndia movement relating to city (Case of Rampur 26/11 as an example)

THE CONCEPT


Vision




To create a framework that encompasses the best practices of
information gathering from a multitude of conventional and
unconventional sources, correlate between agencies, deepen the
access to primary information, create a common vocabulary and
enable rapid dissemination, with (limited) direct action capabilities
focusing on counter-terrorism, insurgency and organized crime.

Mission


To create a national information exchange grid, gathering data from
varied sources such as telecom, banking, immigration, national
identities, electronic spectrum, and existing intelligence, police,
paramilitary and other government agencies and funnel it through
powerful analytics capability to predict trends, events and create 'over
the horizon' visibility within the next 24-36 months. This grid will have
strong analytics and pattern recognition capabilities to decipher
relationships between seemingly unrelated events.
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PLATFORM ARCHITECTURE
DATA ANALYSIS PACKAGES
! Image Search
! Pattern Search
! Name Search Location Search
Organization Search

REGIONAL / STATE
INTELLIGENCE,
INTERROGATION
REPORTS,
INTELLIGENCE BEAT
CONSTABLES

NETWORK AND DATABASE

CENTRAL INTELLIGENCE
AGENCIES

TELCOS / SNIFFING
INTERNET

PASSPORT
OFFICE/DENIALS,
VISA APPLICATIONS/
DENIALS, BORDER
CONTROL
IMMIGRATION,
CUSTOMS

BANKING, ECONOMIC
INTELLIGENCE

HUMAN ASSETS, INTERROGATION, SEIZURES,
SIGINT, FRIENDLY CHANNELS, STATEMENTS &
LITERATURE, MEDIA / OPEN SOURCES

ANALYSIS PLATFORM REQUIREMENTS
Mind and Machine


The human mind is the most effective identifier of patterns and anomalies
associated with an adaptive adversary while computers are the most
effective way to manage enormous amounts of data.



By identifying the sweet spot where humans are able to fully leverage their
intellect against the computational power of an analytical software platform,
it becomes possible to revolutionize our ability to perform analysis.



Today's intelligence and defense challenges require an end-to-end solution
that empowers human-driven, computer-backed analysis.

Framing the Solution
Analytic Model


The basic model for analysis should be an entity-centric one in which entities
(identities, people, organizations, vehicles, etc…) can be imbued with
attributes that describe them and relationships that connect them to oneanother.
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Enterprise Solution


Any proposed analytic platform should be an enterprise-grade solution
capable of scaling to the needs of large organizations.

Fundamentals
Fundamental Requirements :
•

Security & Collaboration: Security is the first step in collaboration. Broad
collaboration is enabled by fine-grained security; if information security is
specified at the attribute level, more information can be shared, securely.

•

Rich Data Management: Simultaneously collaboration on the same data
requires a data management engine that supports features such as rigorous
information sourcing, simultaneous changes to data, audit logging, change
history, social analytic discovery, and the ability to roll-back changes. Ability
to sieve through many sources of data and to discard noise and to narrow in
on real trends. Ved Analysis should be possible.

•

Openness & Extensibility: In order to support ever-evolving intelligence
tradecraft, a platform should support API extensibility and the ability to
integrate and export data in any accessible format.

•

Flexible Architecture: Most enterprises comprise many operating
environments, which in turn require flexible deployment architecture.

Data Search & Intelligence Discovery: An analyst's time should be spent on
actual analysis rather than locating, accessing, transforming, and integrating
data. The platform should also help an analyst discover non-obvious
relationships or trends. The working environment of the platform should
provide interactive, inter-operative tools.

Security & Collaboration
A. All Data Must Be Secured


Fine-grained, attribute-level security



Flexible security model to implement any classification or need-to-know
security structure



Security engine that automatically filters information according to the
user/group, transparent and seamless to the user



Multiple access roles (owner, write, read, none, …)
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Ability to discover that relevant data exists as well as the data owner without
revealing the secured information

B. Collaboration is Integral to Analysis


Real-time, simultaneous collaboration on the same data without file-transfer



Version-control of data, to enable collaboration without change collision



Simultaneous collaboration by users at different security levels (requires
intimate integration with security model) without information leakage

Rich Data Management
A. All Data Must Be Traceable to its Origins / Sources


Full accounting of changes to an object, available to the analyst



Full sourcing of each attribute and relationship, available to the analyst



Ability to roll an object or attribute back to a previous state, available to the
analyst

B. Data Sources Must Be Broadly Accessible


Ability to integrate disparate, structured and unstructured sources, whether
formally integrated, uploaded by an analyst, or manually entered



Direct data ingestion and federated search that maintains synchronization
with the source

C. Dynamic and Changeable Data Model


Data model that is easily customized, without professional services, to the
needs of the organization, using a GUI



Data model extension, as new data sources are integrated, without
interrupting operations

Openness & Extensibility
A. The Platform Must be Open


Open APIs that enable the organization to work programmatically with the
front-and back-end of the platform to build custom interfaces, run custom
calculations, develop custom visualization, and integrate other tools.



Data must not be locked into a proprietary format but rather, entirely
exportable in an open and standards-compliant format for consumption by
other tools.
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B. The Platform Must be Extensible


Back-end extensibility for applications such as entity extraction, language
processing, and customized transformations.



Front-end UI and application extensibility in order to integrate new or legacy
capabilities.

Flexible Architecture
A. The Platform Must be An Enterprise-Grade Solution


Network architecture allowing multiple clients connections



Ability to scale with user growth and data growth



Use of off-the-shelf, commodity hardware to minimize hardware costs even
at large scale



COTS (Common, Off-The-Shelf) software rather than a proposal to build new
software



Minimal deployment and Integration time



Minimal client-side administration; No client-side storage reliance

B. The Platform Must Support a Detached/Standalone Configuration


Ability to run a client as a separate, disconnected unit, with a subset of data,
and synchronize with the enterprise when connectivity is available.

Data Search & Intelligence Discovery
A. The Platform Must Support Enterprise-wide Search


Ability to search every data source with a single semantic search without a
query language



Search integration with data creation to avoid data duplication

B. Searching Should Support the Discovery of Non-Obvious Connections


Support for fuzzy searching in addition to search on explicit criteria



Support discovery of non-obvious geo-spatial, temporal, or statistical
connections or trends

C. The User Should be able to Create Automated Searches


User-persisted queries for reuse on an arbitrary object set or for alerting

D. The Platform Must Include Integrated Statistical, Temporal, and Geospatial
Tools
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Ability to visually and interactively perform dynamic statistical, temporal, and
geospatial analysis.



Dynamically inter-operative analysis tools enabling analysis involving multiple
tools simultaneously.



Direct geospatial querying or as part of search criteria

2. CREATE A MINISTRY OF INTERNAL SECURITY
The reorganization of Home Ministry with the institution of a post of single
Internal Security Ministry to include Counter Terrorism and Left Wing Extremism
needs to be pursued as a critical national security reform. The Ministry should be
headed by a Cabinet Minister dedicated to Internal Security.
In any unified command and control for counter-terrorism, the ministry
responsible for counter-terrorism has to play a vital role. Till 1996, the two tasks
were separate. The importance of having a single leader for dealing exclusively
with internal security, without being burdened with other responsibilities, was
realized by former prime ministers, Rajiv Gandhi and Narasimha Rao. While the
Home Minister concentrated on the political management, he had under him a
competent Minister of State for Internal Security who focused on the operational
management. In that capacity, he supervised intelligence collection and follow-up
action, and coordinated among the different agencies of the Government, and
between the Centre and the States, physical security and crisis management.
Since 1996, this division of responsibility for political and operational
management has got blurred. The result: Political and operational management
have suffered.
Internal security should no longer be a part time job for the Home Minister. India
needs to learn from America's lessons post 9/11. India's 4,700-mile coastline
comes within the purview of the Coast Guard, Port Trust, Civil Aviation, Customs
and Immigration and Border Security, which report to six different Ministries. The
lack of coordination and communications is one of the primary reasons why the
Mumbai attack was so successful. The Task Force, recommends that these
organizations be streamlined and rolled into one Ministry.

PREVENTION THROUGH PHYSICAL SECURITY
Physical security is a very important component of counter-terrorism. If physical
security is weak, even the best of intelligence cannot thwart a terrorist attack. If
physical security is strong, a terrorist attack can be thwarted even if the available
intelligence is inadequate.
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Key Recommendations:


Create a Department of Physical Security in the Ministry of Home Affairs:
The Department of physical security should act as the nodal point for
coordinating and strengthening all physical security measures. This
department should interact continuously with its US counterpart to pick its
brains and profit from its expertise and experience. The Department of
Homeland Security (DHS) is the nodal point for all physical security. It
regularly monitors physical security at all identified vulnerable points,
identifies deficiencies and initiates action to remove them. The success of
the US in preventing another 9/11 so far is as much due to the strengthening
of physical security through the DHS as due to the enhancement of the legal
powers of the police, the immigration and the Federal Bureau of
Investigation (FBI).



Check large-scale illegal immigration: Illegal immigration weakens physical
security. If the flow of illegal immigrants from Bangladesh remains
unchecked, even the best of intelligence and physical security set-ups will
have difficulty in controlling externally sponsored terrorism.



Need for urgent relook at our physical security architecture in sensitive
establishments: Sensitive establishment include the nuclear establishments,
oil refineries, gas production infrastructure, road, rail and air transport,
critical information infrastructure etc. There is an urgent need for two
actions. Firstly, an audit of the physical security measures at all sensitive
establishments - whether run by the Government or the private sector - in
order to determine whether any physical security enhancements are called
for. Secondly, there is a need for dividing all sensitive establishments into
two categories - those where a single-layer of physical security would be
enough and those where a double or multiple-layer of physical security
would be necessary.



Establish Special Reserve Resources to augment Physical Security: The
governments, both central and state, should establish special reserve
resources to augment the physical security arrangements in vital and
vulnerable locations when they face imminent threat-till such time as the
threat retreats or the installation is made to take over responsibility for such
augmentation. Specialised training needs to be given to all those (in
government or private employment) who are engaged in providing physical
security



Need for a relook at our consequence management capabilities:
Consequence management capabilities required to deal with a situation
should, despite revamped physical security, the terrorists manage to have
access to sensitive establishments. The consequence management drill
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should take into account various issues such as control over media coverage,
prevention of panic, minimisation of damage and lethality etc. It is important
to associate the consequence management set-ups of the States with this
exercise because it is ultimately they who would act as the protector of first
resort through their consequence management capabilities till there is
intervention by the consequence management community of the Govt. of
India.

PREVENTION THROUGH PROACTIVE POLICING
Key Recommendations:


Implement Police Reform on priority basis

The most pressing issue that would make a small but significant start is the vexed
and long-pending issue of police reform. Police reforms are a critical component
of public governance reform and however minimalist one may be about the
government, law and order is a key governance area. The much-needed reforms
in the police and criminal justice system can no longer be postponed. Putting
police reforms on fast track could be a fitting reply to the ever-increasing number
of policemen who have lost their lives in fighting terrorists. There is a danger of
the whole system collapsing unless immediate steps are taken to bring back
credibility to the system in the eyes of the people.
Essential reforms for effective policing can be divided in three parts: systemic,
personnel, and accountability. They include the elimination of all type of arbitrary
and undue external interference in police functioning; improvement in
recruitment procedures, training, working and living conditions, equipment,
leadership and supervision; but most importantly, to ensure that the police
officers are accountable to the Constitution and the people of the country.


Re-energise the system of Beat Constable

The 'beat constable' concept has to be resuscitated if the preventive mechanism
has to have meaning: it is at the root of the system. The initial inputs regarding
suspicious, terrorism-related activities used to come from the beat constables
through local enquiries made by them and through contacts in the local
community established by them during the beat duty. The Station House Officer
in charge of the police station used to be responsible for crime control, law and
order and prevention of terrorism. Cordial police-community relations helped in
prevention and investigation. As a result of the coming into being of special AntiTerrorism Squads and other specialized rapid action forces, the role of the police
stations, their Station House Officers and their beat constables has been diluted.
There is no uniformity in responsibilities or operational duties.
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There is no substitute to beat patrolling – foot and mobile patrol, fully equipped
with better mobility and communication (like wireless, mobile/cell phones,
satellite phones, wherever necessary), an effective and well-connected wireless
grid and computer connectivity. The process has to be reversed and the police
stations and their beat constables should once again be energized to play their
important role in counter-terrorism.


Build professional modern police force capable of enforcing the rule of law:

The police remain the weakest link in the intelligence chain as intelligence
apparatus at state level does not comprise of modern units capable of initiating
preventive measures based on intelligence collected. It is essential to recognize
here that any terrorist operation tactically can only be contained or neutralized
in the first few minutes, which means the 'first responders'- invariable the local
police have to be equipped, trained and enabled if not to neutralize, at least,
contain the terrorists. If the first batches of police personnel had arrived in
appropriate strength under a duly deliberated action plan, locations of terrorist
attack in Mumbai with requisite weaponry, communications and transport and
engaged with terrorists, they probably would have been able to isolate the
terrorists in small corners of the target structures and would have been able to
minimize the loss of life, the material damage and the operational time.
The police station is the first point of public contact, and is the first place which
should get intelligence about an area. This is done by keeping regular beats,
public contact meetings, posting pickets, etc. What is unfortunately happening is
that the SHO does not have time for basic police work since his time is taken for
bandobust or security related duties. Beats, through which valuable intelligence
can be collected, are rarely sent because of shortage of manpower or lack of it
due to other pressing duties and extraneous pressures.
State resources must be restored to the protection of the people. Make a start
by pulling out all police and NSG personnel from VIP security except for the
President, the PM and few others with serious security threats. Many of those
who are provided with state security at present are not targets of terrorists.
It is important to strengthen the police station set-up and improving the human
resources already available. Many may not be aware that it was only the officers
of the local thana in Mumbai who succeeded in nabbing a terrorist alive.
Delivering its judgment on police reforms, the Supreme Court directed that the
law and order and criminal investigation duties be separated. For this to be
followed there needs to be a systematic manpower planning for each police
station.
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Given new threats evident from Mumbai attacks – every police station,
depending on its area and size, should have two to 10 constables only for
intelligence collection. The information brought by them needs to be assessed by
the SHO or any officer senior to him and depending on its ramification, needs to
be shared with higher ups.
An intelligence network needs to be set up at the city and district level and all
important matters need to be transmitted to the state level. Immediate
preventive action can be taken thereafter.


Strengthen Community-Policing:

Gathering information or intelligence is not an easy task and one needs to
develop sources over a period of time. For this to happen two things are
necessary, people-friendly policing and fixed tenure. Most people in India
hesitate to approach the police. In fact, a lady in Mumbai reportedly saw a dozen
young men carrying rucksacks get down from a dinghy at Cuffe Parade and was
suspicious about them. Yet she did not report this matter to the police resulting in
so much of bloodshed.
The SHO of a police station should have a minimum tenure of two years so that
he or she is able to know his/her men and area thoroughly. This is not happening
despite the Supreme Court order in 2006. Beat constables and special branch
constables also need to be on the same beat at least for two years so that they
can develop sources. Prevention of crimes can happen only through better
intelligence gathering.


Address Capacity–Deficit on priority basis:

The strategic success of India's counter-terrorism responses will depend
overwhelmingly on the capacities, mandate and effectiveness of the 'general
force'. It is however, in these that the greatest and most intolerable deficits
currently exist. Unless the endemic capacity deficits both quantum and quality
are addressed across intelligence, and enforcement spectrum, an 'effective
response' to terrorism cannot be devised. Some of the existing capacity deficits
that needs to be addressed are:
 Address infirmities at the level of general policing: The greatest infirmities
exist at the level of general policing. As per information furnished by BPR&D,
the sanctioned and actual total police per one lakh population (policepopulation ratio) at all-India level is 145.25 and 117.09, respectively, as on
1.1.2007.
 Ensure fair and timely recruitment to the police: Recruitment to the police in
many states has been frozen for years and some states are currently
functioning with deficits of up to 40% in strengths sanctioned over a decade
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ago. Where recruitment has occurred the process has quite often been
riddled with corruption and political interference. Deficiencies in training
and irrational deployments have eroded advantages of enhanced manpower
wherever it has been achieved. There is, moreover, an acute deficit in the
leadership cadres in the police today. There is a 15.3% deficit against
sanctioned posts among officers in the ranks of Director-General to Deputy
Inspector General (DIG), and an astonishing 35% deficit in the ranks of Senior
Superintendent of Police to Deputy Superintendent of Police (DySP).
Significantly sanctioned strength is long outdated, and an absolute numbers
required are well above those currently approved. What we have,
consequently, is not only a weak force, but also one that is weakly led.
(Source: www.india seminar.com/2009/593/ 593_ajai_sahni.htm).
Further, with regard to capacity building and police modernization, most states
have failed to take the requisite follow up steps. Data on utilization of central
funds for police modernization for the year 2006-07, for example, indicates an
average utilisation of just over 63.71 percent for all states.
 Ensure Proper Training of Constables and Sub-Inspectors:
Constables and sub-inspectors are hardly sent for training courses once they are
confirmed in service. The various skills that they possess are not identified and
developed. Due to manpower shortage and law and order duties, men are not
sent for training programmes. While assessing manpower requirements of
police, a training reserve of at least 25 per cent of sanctioned posts need to be
created, so that one fourth of the strength is always undergoing training.
The man behind the weapon is more important than the weapon itself. He must
not only be recruited in a fair manner, but he must have proper working hours
and rest, pay and allowances and facilities for the individuals and their families
(a recent survey conducted revealed that most policemen work for more than 10
hours a day for about 350 days a year), and his persona must be allowed to
develop. His skills need to be identified and constantly developed and he must
be motivated.


Secure the hinterland through better policing:

One cannot counter terrorism in India's cities if the countryside remains unpoliced and ungoverned. Securing the 'hinterland' and penetrating the dispersed
networks established by terrorist organizations are necessary, if the urban and
modern core of India is to be protected. Such comprehensive security cannot be
achieved by the central government alone, and requires the state police and
intelligence apparatus to be brought at par.
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Establish State Level Special Task Forces (STF)

State level Special Task Forces must be provided with facilities for their
superiority with weapons and tactics:


High quality of state of the art weapons, equipment and vehicles



For superiority in firing there should be simulators at every Police District
HQs



Unlimited firing for improved marksmanship



Musketry: standards of firing for field, office and officers to be revised as per
the exigencies



Psychological training of STFs personnel at regular intervals

The professional requirements of weaponry, equipment etc, of specialized
intervention units should be worked out separately by an expert committee who
can also look into –
 Mechanisation for up-gradation of knowledge of specialized teams, interstate
coordination unit to coordination unit at district level, state level for
monitoring/ surveillance and exchange of information.


Build Intelligence-led Policing and Foreign Liaison Officers

Intelligence-led policing is the ultimate addition of strategy to counter-terrorism.
It is conceptually simple; police department should create intelligence
opportunities and use the outcomes to direct their limited resources. Intelligence
gathering must be integrated into the police work, and not just for counterterrorism. Enhancing local intelligence will allow to achieve exactly that.
Intelligence-led policing and First Preventers doctrine transforms police
departments into proactive counterterrorism agencies.


Take intelligence collection to the international level.

The Central agencies in India should see the police liaison presence as a
complement to Central activities which can also provide real-time threat
reporting to their local agencies. For instance, New York Police Department's
(NYPD) international liaison program is a well-known success. The NYPD officers
stationed with foreign counterparts in major overseas metropolitan police
departments have built NYPD's knowledge networks and best practices
immensely. These relationships inform NYPD's thinking not only on
counterterrorism but also on fighting crime and other hazards. The US has also
proposed a program much like the concept of a Foreign Liaison Officers Terrorism
(FLOAT), in which 5-10 major city police departments would each assign one
officer overseas to liaison relationships with foreign police departments. The
regular reporting from the liaison officers would then be pooled to the
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intelligence apparatus of all participating police departments.
In order to develop a common approach for evaluating critical infrastructure, the
Los Angeles Police Department (LAPD), in partnership with Department of
Homeland Security (DHS) has developed Operation Archangel, a robust
methodology and information technology system for evaluating and protecting
critical infrastructure. Archangel was created to utilize cooperation and
coordination across department as well as public and private sectors to facilitate
the strategic application and management of information and resources to
prevent, deter, mitigate and respond to an attack.

PREVENTION THROUGH STRENGTHENING
MARITIME SECURITY
The porous nature of India's coastline further underlines need for an effective
security infrastructure. An assessment of real capacities of response with regard
to maritime security however, reflects the mismatch between the security
challenge and the resources available to tackle it is daunting – The Indian Coast
Guard has a fleet of 76 vessels, 24 fixed wing aircraft and 18 helicopters to police
a 7,600km coastline and a 2.02 million square km Exclusive Economic Zone (EEZ).
In addition to this inadequacy, most of the 140 ships of the Indian Navy cannot
operate in shallow waters where terrorists operate.
A report submitted by the Office of the Comptroller and Auditor General of India
(CAG) in October 2008 on the status of patrolling of India's maritime zones across
eight coastal states revealed a state of neglect and apathy. In particular,
Maharashtra was described as being “callous' on ensuring proper maritime
security and indifferent to the Central Government's scheme to procure patrol
boats and communication equipment. It also refused to bear the cost of
maintenance and operation of patrol boats provided by the central government.
Inadequate resource was also coupled with lack of coordination between the
Navy, Coast Guard, marine police and other agencies governing maritime
activities.

Revamp Coastal Security Apparatus
Issues relating to registration of boats, transponders and biometric identity cards
for fishermen, port workers and others associated with maritime activities
assume tremendous urgency considering the inadequate coastal security
infrastructure along the vast and porous Indian coastline.
Some of the major problem areas that need to be addressed are :
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1. The Navy should not be involved in looking after coastal security. It is a task
that will blunt the very purpose of the Navy. The Navy should be like the
Army, called in only for emergency duties, and be free to train and be battle
ready, engage in maritime counter-terrorism operations and power
projection in the Indian Ocean region.
2. The Coast Guard should have overall command of coastal security. At this
point it would seem the Coast Guard only has this command on paper and
does not get to know of details like the kinds of ships coming into Indian
waters or to Ports.
3. There should be provision to bring all other coastal agencies like the
Maritime Boards, the Port Trusts to a Unified Coastal Authority or Command
under the overall supervision of the Coast Guard.
4. For coastal patrolling there should only be one agency, instead of having the
coastal police and Customs working at cross purposes, and repeating their
tasks with no coordination between the two.

Offshore Security
1. The Coast Guard should be strengthened with fast patrol vessels and other
assets to protect oil rig in Bombay High. The current system of hiring fishing
trawlers for security duties must be done away with as soon as possible.
2. Currently, perimeter security around the rigs is maintained by disallowing
boats from venturing within one nautical mile of the oil rigs. But this should
be increased to at least three kilometer radius.

Customs
1. The Marine and Preventive wing of the Customs should be disbanded
because it's a hot bed of corruption and in any case its activities are
restricted to the Port.
2. This Customs department is incapable of patrolling because it has neither the
requisite assets nor training to do so.
3. The duties of coastal patrolling should be handed over exclusively to the
coastal police.

Coastal Police
1. As has been laid out in the new Coastal security plan the coastal police needs
to build more coastal police stations.
2. The force needs to be trained in maritime policing roles and more
importantly be nautically oriented. It needs to be a separate wing altogether
and not men simply drawn from the State Police. Perhaps, their training
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could be undertaken by the Coast Guard.
3. The frequency and stringency of coastal road patrols needs to be increased
and check posts need to be setup.
4. Initially may be the police coastal patrol boats could be staffed by exservicemen from the Coast Guard/Navy.

Coast Guard
1. The force needs to be empowered with enhanced infrastructure and
personnel to carry out its task. It should be designated as the nodal agency
for coastal security.
2. It needs to be in full command of the coast and have the rights to control
movements of merchant ships in and out of the Indian Exclusive Economic
Zone.
3. All other marine agencies should be function under a coordination agency,
like a Unified Coastal Authority/Command, supervised by the Coast Guard.

The Fishing Cooperative or Society
1. Indian fishermen who earn their living from the sea need to be actively
engaged and utilised as the eyes and ears of coastal security establishment.

PREVENTION THROUGH REVAMPED COUNTERTERRORISM MACHINERY IN METRO CITIES
Key Recommendations :


Develop separate tailor-made plans for Metro Cities

Future attacks are also likely to be directed at such metro cities, which are the
economic nerve-centres. In addition to a national plan for strengthening counterterrorism, we should have separate tailor - made plans for Delhi, Mumbai,
Chennai, Kolkata, Bengaluru, Hyderabad, Jaipur and Ahmedabad. These plans
should focus on capacity-building through improved manpower and resource
availability and better training.
Outside Jammu & Kashmir, the externally- sponsored jihadi terrorists have been
focusing mainly on metro cities such as Mumbai, Delhi and Jaipur, Ahmedabad
and Bengaluru. Only Chennai and Kolkata have so far escaped mass casualty
attacks. These mass casualty attacks have, inter alia, the purpose of shaking the
confidence of our people as well as foreign investors and businessmen in the
capabilities of our counter-terrorism machinery.
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Need for specialized riot-control and counter-terrorism units in all major
cities is recognized

There is the urgent need to augment arms and train our counter terrorist forces
as specialized units in all metros and major cities. These forces are today poorly
organized and ill-equipped to face terror threats. The proposal to establish
regional hub of the NSG is a useful and necessary step in this direction but this
should be supported by helping the local police to establish their own specialists
teams - as has been done in Tamil Nadu. We also require a well defined
operating procedures and goals while confronting terror attacks.


Create an Emergency Preparedness and Rapid Response System

Emergency preparedness and rapid response hold the key to preventing loss of
life during terrorist attacks. In the US the National Emergency Management
Information System (NEMIS) is the backbone of the system for emergency
response and recovery operations. NEMIS tracks all aspects of emergency
incidents from preparation to initial report to final closeout. It provides rapid
information analysis, enables intelligence sharing, and offers improved visibility
for effective planning and resource management.


It is essential to create a National Emergency Response System that
integrates emergency planning and preparedness across all central and statelevel agencies like RAF, state police, NSG, and the paramilitary agencies.



As part of planning and preparedness, this system could provide crossagency reporting of resources, capabilities, assets, logistics and performance,
and offer insights based on the knowledge gained from past incidents.



During attacks, it could facilitate rapid mobilization of personnel, equipment
and supplies, real-time situational analysis, and help with resource
coordination.



Technology could also play a vital role during the post-emergency period to
manage recovery operations and support rebuilding programmes.

86

CHAPTER 7
TERRORISM MANAGEMENT MEASURES:
CORPORATES AND CIVIL SOCIETY
“Private sector preparedness is not a luxury; it is a cost of doing business in the
post-9/11 world. It is ignored at a tremendous potential cost in lives, money,
and national security.” The 9/11 Commission Report

THE ROLE OF CORPORATE & CIVIL SOCIETY
One of the main objectives of the terrorists is to shake the confidence of the
business community, and to undermine the economic prosperity of a targeted
society. So they target symbols of India's economic prosperity, the luxury hotels
that house foreign investors, the cafes that play host to all nationalities and
markets that sell the new India's success story.
Given the dynamic of new threats that have emerged during these months, there
is a case for expanding the spectrum of counterterrorism mechanisms with both
the private sector and the civil society playing a bigger role in prevention of
terrorism in the present times. As the bipartisan 9/11 Commission pointed out,
private sector preparedness “if ignored” would come at a “tremendous potential
cost in lives, money, and national security.” It indeed is true in India's case. An
equally important role is there for the civil society.
The central and state governments should take immediate steps to bring in both
corporates and civil society into its war on terror, through:


Close interactions with the private sector on terrorism-related matters



Easy accessibility of senior police officers to those in charge of physical
security in big private establishments



Readiness to give advice to private establishments as to how to strengthen
their physical security and encouraging them not to hesitate to bring their
concerns to the notice of the police for appropriate advice and follow-up
action.

CONCERNS OF THE CORPORATE SECTOR
The Corporate India has realised how vulnerable it really is. Mumbai attacks in
2008 were a clear signal to the corporates that they are indeed a major target of
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the dubious designs of the terror groups. Terrorists are growing in intelligence
and sophistication, and have access to greater resources, including both cash and
weapons. As they search for new and vulnerable 'trophy targets', companies and
business establishments are in their line of sight. Mumbai attacks and the
repeated intelligence inputs about terrorist plans to target commercial and
industrial centres such as Bangalore, Hyderabad and Delhi are all clear warnings
for the corporate India.
The current state of corporate security–a few bored-looking unarmed guards,
mock checks on visitors and a few surveillance cameras with cobwebs on them is
just not up to the challenge. In fact, in most terrorist attacks in India, the first
responders are the private sector, hence it is important that national
counterterrorism mechanisms urgently integrate the private sector into its
response.
The government needs to keep in mind:


That such attacks on nation's hub would shatter the investor confidence in
the Indian economy and if India does not evolve a concerted
counterterrorism policy soon, foreign investment will be frightened off.



For the first time since 2002, the Indian tourism industry, which employs 40
million people, saw a drop in business of more than 2 per cent. The industry
had lately been growing at a rate of 12 to 14 per cent and had hoped to grow
by 20 per cent in 2008. (Source: “Indian Businesses Push for Security”, by
Rama Lakshmi, Washington Post, December 17, 2008)



There are concerns that likely terrorism target is India's flourishing IT and
outsourcing industry that employs millions of young software engineers. The
concerns of these sectors are that any disruption in these sectors will paralyse
the intellectual capital that is deployed in the industry.



Presently, the security set-ups of private establishments have security gadgets
such as doorframe metal detectors, anti-explosive devices, closed circuit TV
etc, but they do not have armed guards. It would not be possible for the
police to provide armed guards to all private establishments. How to
strengthen the physical security of vulnerable private establishments and
protect them from forced intrusions by terrorists wielding handheld weapons
remains a major concern.



There are concerns in the business community over lack of co-ordination and
information sharing between the police and the private companies. It is

88

important for senior intelligence and security officials at the state and the
central levels to interact regularly with the private companies to exchange
threat and vulnerability perceptions and ideas as to how to strengthen
security.


There are concerns regarding laws standing in the way of private
managements equipping their private security with modern weapons freely
accessible to terrorist. Indian Inc has approached the government for
increased terror protection. Private security firms want the government to
issue bulk licenses for firearms.



The private sector wants the government to address the question of easing
the regulations on private security forces. Many business leaders and IT
majors have volunteered to take charge of the security of their
establishments, provided the government removes the legal hurdles.

PUBLIC- PRIVATE PARTNERSHIP
What is required is a truly collaborative approach, which engages civil society
and taps extensive private sector capabilities and ingenuity for managing risks. A
component to establishing a resilient internal security, therefore, is a viable
public-private sector partnership (PPP) that is based on –
1)

Defined Roles and Responsibilities

Effective partnering requires agreement on the roles and responsibilities of the
parties. In this respect, it is important to remember that government is
ultimately responsible for all activities undertaken to secure the country, even if
it relies on its private sector partners to carry out some of these activities. The
government is also responsible for making the case for partnership, establishing
the conditions necessary for launching and sustaining such partnerships, and
managing public expectations as to what partnerships can and cannot
accomplish.
Private industry is responsible for working with government to manage critical
infrastructure risks that exist beyond the scope of normal business operations,
support government operations during national crises or recovery efforts, and
continue to manage, on its own, security risks that arise in the course of doing
business. The responsibilities of private industry derive from the government's
ability to impose such responsibilities through laws and regulations to compel
compliance.
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2)

Articulating a Plan

The private sector must work closely with the public sector to articulate, develop
and implement a terror prevention/response plan. Such a plan must implement
the clearly defined roles and responsibilities outlined above. Additionally, a
proposed plan needs to take into account multiple scenarios addressing
prevention and response thereby ensuring that different entities are seeking to
achieve similar goals. The plan will ensure that different organisations see the
“big picture” and their particular responsibilities within the larger framework.
3) Training and Simulation
Fundamental to creating and maintaining the public-private sector initiative is
consistent training and simulation exercises. Members of the private and the
public sector should conduct scenario-based, simulation exercises (together and
separately) with respect to the proposed plan. These exercises must include
realistic disaster scenarios subject to real life time constraints testing the
effectiveness with which both the private and the public sectors respond to
complicated and complex attacks. Such training and simulation will ensure that
the public and private sectors understand – both theoretically and practically –
the vital necessity of cooperation and coordination. Such scenario-based
simulation exercises in highlighting existing institutionalised and systemic
weaknesses – most effectively facilitate the development of an effective internal
security strategy.
4) Goals for Partnerships
Public-private partnerships, if properly developed and implemented, are the key
to economic recovery. Such a partnership – in the aftermath of an attack –
facilitates the resilience of critical infrastructure including transportation,
utilities, financial institutions, and hospital care. By strategically strengthening
security, sharing intelligence, and creating plans for post-attack procedures
(including evacuation plans, transportation plans, identifying places of refuge,
and providing basic supplies to aid first responders) such partnerships become
the key to a secure country.
5) Having Information Guidelines
There should also be clear guidelines as to which type of information public
authorities can share with the private sector in compliance with data protection
regulations. Likewise, minimum standards should be set for the safe and secure
retention of such information, ensuring that private sector stakeholders know
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how to handle the information correctly. Information sharing protocols between
private and public entities can help set out the principles of the
partnership's data sharing arrangements, detailing what will be exchanged, by
whom, with whom, for what purposes and with what safeguards. A shared
understanding of such a protocol's limits, as well as what it permits, is
fundamental.
6) Information Sharing
Public authorities should provide private sector stakeholders with the relevant
information and guidance to assist them in countering any identified threat to the
infrastructure or facilities they manage. In terms of physical protection, detection
and crisis management plans, the public sector should, where relevant, provide
guidance to the private sector on the security measures adopted or planned.
Similarly, risk assessments carried out internally by the private sector should be
shared with relevant public sector security providers. The private sector should
also provide public authorities with information on suspicious behaviour and, in
return, public authorities should provide feedback to the private sector, thereby
enhancing channels of communication and improving security.
7) Security as Investment
Economic costs and benefits are important factors in determining whether the
private sector is interested and willing to engage in a PPP. As there are typically
short-term costs related to private enterprises' engagement in the adoption of
measures protecting vulnerable targets, it is important to consider how to
provide incentives to the private sector to encourage its investments in the
security field. There is a need to draw attention to the long-term benefits of
investing in security. There must, however be clear rules as to which type of
benefits, such as for instance tax relief, the private sector can receive following its
investment in enhancing security. An effort could, for instance, be made to
further emphasis and explain how improved security in relation to possible
targets of terrorist attacks or other forms of violence is typically correlated with a
subsequent significant reduction of insurance costs. A broader effort could also
be made to raise the general awareness within the private sector of the positive
impact that its role can have on the implementation of security strategies.
Accordingly, the concept that security should not be perceived as a cost but
rather as an investment should be promoted.
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SOME KEY RECOMMENDATIONS
FINANCIAL SECTOR


Improved quality and mechanisms for exchanging relevant information
between government and business can enhance the efforts and methods to
counter the financing of terrorism. This in turn will enable not only to freeze
or otherwise disrupt financial support to terrorism, but also to prevent the
use of business structures and individual enterprises for terrorist purposes
and to gain intelligence about terrorists' plans, activities and connections.



By jointly assessing and sharing information on terrorist risks faced by the
financial system, where appropriate, we can better protect the integrity of
the financial sector, including by identifying risks linked to terrorism and
working out effective schemes of insurance against such risks, as appropriate.

IT & TELECOMMUNICATIONS FOR INFORMATION SECURITY
India needs to take a systematic approach to leveraging IT in the war against
terror. The initial focus should be to create and bring together all central and state
agencies including intelligence, security, and law enforcement on one common IT
platform to ensure seamless sharing of information. The government should also
build an emergency response system to enable the multiple agencies to
collaborate and respond rapidly to any disasters in a planned and comprehensive
way. However, we need to make sure that the systems we build are flexible
enough to stay ahead of the new designs and methods of the terrorists, and
based on open standards so that they can work easily with similar systems from
other countries and global agencies.
Over the last few years, the US government has made a concerted effort to
leverage the IT as a key weapon in the war against terror and spent billions on IT
related projects. These projects included the creation of a common information
exchange, systems for mining data from collections of unsorted electronic
documents and databases, biometric identity cards and checkpoints for critical
workers, and border security systems. For example, the DHS set up the National
Information Exchange Model (NIEM), an information exchange that facilitates
data sharing beyond law enforcement to the areas of justice, public safety,
intelligence, homeland security, and emergency and disaster management.
There are three primary areas in which the government can leverage IT to combat
terror: intelligence analysis and sharing, emergency preparedness and response,
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and investigation management.
 Intelligence Analysis and Sharing
Information technology can play a vital role in this area by creating a common
system that would enable various security and intelligence agencies like the IB
and RAW to collect, collate, process, analyse, grade and then disseminate
intelligence to all domestic and global agencies. This capability will enable these
agencies to collaborate and issue warnings at the right time and develop
actionable steps in order to prevent civil crises and emergencies, and deter
individuals or groups that pose threat to public safety and security.
 Emergency Preparedness and Rapid Response
Technology could also play a vital role during the post-emergency period to
manage recovery operations and support rebuilding programs. For example, the
Federal Emergency Management Agency (FEMA) in the US leveraged IT to create
the National Emergency Management Information System (NEMIS), which is the
backbone of the system for emergency response and recovery operations.
NEMIS tracks all aspects of emergency incidents from preparation to initial
report to final closeout. It provides rapid information analysis, enables
intelligence sharing, and offers improved visibility for effective planning and
resource management.
 Investigation Management
Information technology can help improve the management of the complete
investigation lifecycle, from instigation through investigation, discovery,
finalisation, and review. An effective system can deliver real-time visibility by
managing all intelligence and information such as property, exhibits, resources,
activities, lines of enquiry, witnesses, persons-of-interest, victims, officials,
electronic records, budgets and forms, on a single platform.
Indian software giants' expertise should be leveraged to build appropriate
software for security agencies, which will provide them tools for better
investigation and help create a nationwide database of crime and criminals.
System for fingerprint automation, integrated and networked surveillance
system capable of generating logical alerts and cyber forensic capabilities could
also be looked into by software companies.
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The London Metropolitan Police Service (MPS), which has the responsibility for
policing London and employs more than 30,000 police officers and 14,000 civilian
staff, leverages IT in a similar manner to detect and identify patterns of switching
crime behaviours. IT has also enabled MPS to match behaviours against known
records and details of past offenders, improve asset performance, increased
efficiency and smarter resource planning.

INTERNET
Terrorists have used the Internet with the aim to recruit and to instruct people on
how to mount attacks and to incite them to commit terrorist acts. Governments
should therefore, as appropriate, look at building closer voluntary national and
international partnerships with Internet service providers to tackle such abuses.

TOURISM
The tourism industry in some regions is a priority target for terrorists and should
be protected through joint efforts of governments and businesses involved,
including through appropriate and timely exchange of information about
potential terrorist threats to specific regions and tourist destinations.

CRITICAL INFRASTRUCTURE
Critical infrastructure must be preserved and protected. Attacks on energy,
communications, chemical and other hazardous industries, food, water,
educational institutions and healthcare sectors could seriously threaten health
and safety and disrupt supply and economic activity. Some sectors, such as
energy and chemicals, could themselves be exploited by terrorists to threaten the
larger society. To ensure protection against terrorism, it is vital that governments
and businesses active in these sectors cooperate effectively, including through
intense exchange of information and expertise. Some regulation may be
reasonable to ensure a sufficient level of protective security in the interest of all.
However, in many cases the best result is achieved by voluntary co-operation,
such as through joint simulations and exercises. When protecting critical
infrastructures against terrorism, other threats and risks should also be taken into
consideration in order to assure rational and effective protection.
The private sector must draw up (with government help and support, as required)
detailed procedures for different levels of physical security, so that appropriate
level could be implemented with minimum delay. These procedures should
include details of site plan, entry and exit routes, precautions and procedure,
agency responsible, manpower and weapons requirement and their sources etc.
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EMERGENCY PREPAREDNESS AND CONSEQUENCE
MANAGEMENT


Threat assessments: Joint assessment of terrorist threats and the effective
dissemination of such information, including to the public and to businesses,
will help those actors make sensible decisions about security and
preparedness.



Consequence management: Government should work with the private
sector to encourage and spread best practices on consequence management
and business continuity. They can also cooperate to work out ways to
improve assistance to victims of terrorist attacks and their families.



Emergency response network: While the majority of the emergency
response network are in the public sector, business can contribute
significantly to emergency response. As it is vital that these efforts be wellcoordinated, joint anti-terrorist exercises should be conducted whenever
possible.

9/11 Commission on Private Sector
“Unless a terrorist's target is a military or other secure government facility,
the “first” first responders will almost certainly be civilians. Homeland
security and national preparedness therefore often begins with the private
sector.
Preparedness in the private sector and public sector for rescue, restart, and
recovery of operations should include (1) a plan for evacuation, (2)
adequate communication capabilities, and (3) a plan for continuity of
operations. As we examined the emergency response to 9/11, witness after
witness told us that despite 9/11, the private sector remains largely
unprepared for a terrorist attack. We were also advised that the lack of a
widely embraced private-sector preparedness standard was a principal
contributing factor to this lack of preparedness.”
(Page 398; The 9/11 Commission Report)

Develop evolved frameworks of counter terrorism with help
from foreign experts
After 26/11, there have been various corporate and private initiatives aiming to
improve security within the country. Civil government initiatives on internal
security need to follow some basic principles of conjoined working to make a
meaningful and sustained difference. For instance, there is great potential to get
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assistance of experts from countries such as the US, Israel and the UK, who have
developed evolved frameworks of counterterrorism. It will be easier for
companies to commission, say, an assignment of developing a ― safe city
plan, rather than the government, which will have to follow timeconsuming bureaucratic procedures.
Set up security training facilities:
Companies can make investments to create security-training facilities in quick
time and operate them far more efficiently than the government. All initiatives
must be designed and committed for the long term. Firstly, there is also the need
to take adequate structural steps to ensure that the high momentum does not
die down. For instance, the media should categorically allocate a certain number
of hours/news space for the subject of ―”safer India” (the American
hostage crisis in Iran in 1979 was kept on the front page of a leading US
daily for 444 days after the siege to affirm that they would not allow it to be
forgotten). Companies must set aside a corpus of resources and personnel as a
contribution towards this cause.

ROLE OF CIVIL SOCIETY
The importance of involving civil society and NGOs in a comprehensive and
multi-dimensional response to the threat of terrorism has been stressed time
and again. They have valuable expertise and experience in addressing conditions
conducive to the spread of terrorism.
(i) Advisory, Educative and Community roles


Civil Society and NGOs must provide policy advice and expertise on aspects
of preventing terrorism, which, in many cases, is not available within
government. For civil society and NGOs to play a meaningful advisory and
partnership role in the prevention of terrorism they need to be given a sense
of ownership of the problems and processes. Partnership with government
should not be unbalanced and one-sided and civil society organisations must
be regarded and treated as equal partners competent of addressing security
issues of common concern.



It is also vital for civil society and NGOs to explain human rights as a useful
framework for developing effective counter-terrorism strategies rather than
as an impediment. Specific activities identified in this regard include
providing information to students as well as youth workers and police and
law enforcement. With regard to the latter, civil society and NGOs may
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partner with law enforcement to develop targeted programmes of
cooperation focusing, for instance, on awareness and understanding of the
diversity of communities.


To strengthen cooperation with government, civil society and NGOs may also
find it appropriate to acknowledge positive steps or measures taken by law
enforcement officials and government where they occur. They may have a
positive advisory role in providing concrete alternatives to counterterrorism
policies and measures considered to be ill conceived by conventional security
setup. However, civil society and NGOs may be given relevant information in
order to understand the reality of threats and provide adequate suggestions
for response.



Civil society institutions and NGOs are catalysts for opinions and ideas, which
is vital for building strong and vibrant communities. By creating safe spaces
for dissent and by providing a forum where experiences can be shared on a
personal level, they may contribute to healing community rifts and tensions.



Civil Society and NGOs should attempt to engage in dialogue with individuals
and groups involved in and perpetrating acts of violence and “terrorism”.
Such dialogue, however, did not imply according any form of legitimacy to the
perpetrators of violence. Only a human rights-based approach is essential.

(ii) Advocacy and Research Roles


Positive measures in the area of advocacy include - writing open letters and
statements to armed groups condemning terrorist tactics and maintaining a
principled approach to the applicability of human rights standards i.e. these
standards apply to both perpetrators and victims of violence. Civil society and
NGOs have role in reducing the emotional and psychological impact of
terrorism.



Other aspects of an effective advocacy role include the issue of engaging with
the media to shape the public discourse around “terrorism”. It is essential to
establish a constructive relationship with the media in order to provide
reliable information, challenge negative or unbalanced portrayals of parts of
the community and initiate public debate on issues of public security.



High quality research in the area of terrorism and the root causes is vital for
effective and credible advocacy as well as for prevention efforts. Civil society
and NGOs must conduct research in a variety of areas. This includes
conducting studies and surveys on the impact of counterterrorism measures
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and legislation, on conditions conducive to the spread of terrorism, and in
other areas where little or no research was available to date. Stressing the
importance of a practical and not only theoretical approach, with special
emphasis on statistical and empirical research.


(iii)

It is essential to recognise that public security issues were of concern to a
variety of actors and should not be left to be discussed and addressed by
security experts alone. In this context it is important for governments to
accept and treat civil society representatives and NGOs as partners in the
fight against terrorism.
Legal Roles

The work of civil society and NGOs on legal issues related to terrorism and
counterterrorism contributes to the strengthening of national legal frameworks
in counterterrorism, especially as they relate to the promotion and protection of
human rights and the rule of law. There is the need for expanding the work of
civil society institutions and NGOs on technical questions, such as:


Definition of terrorism in, and scope of application of, domestic laws dealing
with terrorism;



Accountability of perpetrators and redress for victims of terrorist acts.



Translating complicated legal arguments for wider public mobilisation.

WHAT THE GOVERNMENT CAN DO
1. The Government must bring in necessary policy changes. In India, though the
Private Security Agencies Act, 2005 has regulated private agencies, it still
doesn't allow them to carry weapons. The security men guarding our
monuments and ATMs have the kind of weapons that private citizens can buy
if they have a licence. It is necessary for the government to decide whether
paramilitary forces would man such sites or buildings or to allow private
security agencies to carry automatic weapons.
2. Licences are provided at district-level, which is a cumbersome process. There
should be a national regulator who will issue licences at the national level.
3. All private security agencies need not be given arms licence for automatic
weapons. The government will have to put in place some parameters for the
security agencies–violation of which should lead to the cancellation of their
licences. Something similar to the way it is for telecom operators. Some
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parameters could be a minimum annual turnover of Rs 100 crore, employing
10,000 or more guards; and experience in security business for a particular
number of years.
4. The role of NGOs and Civil Society is undoubtedly crucial. However, a code of
ethics for their functioning needs to be evolved. In reality on the ground, they
seem to function more as a body intended to criticise every governmental
move, and give greater importance to forces threatening the secular fabric or
other negative forces. At times, their responses even border on being
detrimental to national security, though it gets covered by human rights, civil
society etc. Therefore, a policy on this needs to be evolved, and any of the
organisations breaching this code should be brought to book mercilessly, and
authorities not made to bend to so-called pressures from these pressure
groups.
5. Ensure greater coordination on more regular basis between the police and
the vulnerable private sector targets.
6. Engage in genuine partnership with civil society and draw on expertise
available within civil society and the community.
7. Create official means and channels of communication with civil society on
national and local levels and explore where civil society can cooperate.
8. Foster a “safe environment” for open discussion and dissent regarding root
causes of terrorism, counterterrorism policies and other issues related to
terrorism and its prevention.
9. Draw on the expertise of independent NGOs in drafting and revising
legislation and developing counter.
10. Regularly evaluate the efficiency and effectiveness of counter-terrorism
policies and practices, both internally and through consultation with civil
society and independent experts.
11. Ensure “Security” education is part of education curriculum. The Government
must create academic research, and ensure that such specialisation is
recognised nationally as a professional qualification.
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WHAT CORPORATES CAN DO
1. Work closely with the Government to develop a security force for the
industry sector.
2. Accord recognition to security business as part of the overall business
procedure of industry.
3. Make assessment of risk potential in as much detail as possible and develop
a mitigation strategy, align the strategy with the rest of the business
partners, provide the security options that one can choose from–guards,
electronic surveillance, etc., and then calculate the cost to do that and
manage the residual risk.
4. Corporates realise that security is a professional job and need supervisors.
They have also realised that a third party has to evaluate the security threat,
design a counter measure and indicate the necessary manpower and
equipment required for addressing the threat perception.
5. Invest in a "near" foolproof security programme designed by experts or
professionals. There can't be a 100% foolproof programme but the best
possible preventive and protective measures have to be taken.
6. Make security audit a constant and regular feature and should be given the
same importance as a financial or a management audit.
7. The scope and description of security work should be very clearly defined
and settled. There should be no scope for discretion by the security
personnel. For instance, if a general manager forgets to bring his "swipe
card" for entry into the office premises, the guard should simply not allow
the GM to get in irrespective of the familiarity of the person concerned. Go
in for biometric IDs.
8. Develop a foolproof detection and communication system. There should be
multi-layer tiers for checking both people and baggage. It is important to
install the latest equipment to screen people (employees, vendors and
guests) and baggage); have active camera surveillance and upgraded
technology depending on the levels of risk and necessity.
9. Reduce and regulate access points. It is important not to down guard on
regular vendors also. More entry points would only increase security threat
as it involves increased logistics and difficult on coordinating security
measures. Even hotels will do best to reduce their multi-entry points.
10. Put a contingency plan in place by maintaining a database backup of the
entire computer operations and records at a location far away from the
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building. So, even if the records are lost due to an exigency at the building,
there is always a backup and continuity in business.
11. Have regular interactions with the security staff so as to keep their morale
high. Remember, they are the ones who put their lives on the line of duty.
12. Private companies should encourage personnel on their rolls to join the
Territorial Army, Home Guards, etc. The training they receive will enable
appropriate response in crisis situations, create better awareness and instil
discipline, etc.
13. The Private sector must support laws that may well entail invasion of privacy
in order to make surveillance and monitoring effective.
14. Set up a corpus that will support measures local authorities need to take for
better security.
15. To encapsulate and build security education in the Corporate Social
Responsibility (CSR) policy given that security is a business for all.
16. Develop security infrastructure while planning an integrated security
management system.

WHAT THE NGOs CAN DO
1. Network globally with like-minded institutions to obtain information of
programs and suggestions.
2. Obtain methods, equipment, means and training employed elsewhere,
evaluate and advice government.
3. Create in private sector what the government may need and where it is less
equipped to handle. Media and publicity are examples.
4. Develop a 'Citizen Rating' system of departments, institutions, measures and
agencies specifically engaged in enhancing security.
5. Propose exercises and means to evaluate efficiency and motivate public to
co-operate (as done in Israel).
6. Create positive vibes between security/police forces instead of the routine of
making police a mockery of public.
7. Create interest among youth and children through programs. Bring
professionals involved in security in touch with youth, which would inspire
and educate.
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8. Assist government in 'propaganda' about the 'unfriendly' neighbor and
'unfriendly' acts.
9. Create awareness among public that people have to put up with
inconvenience towards improved security. People need to be more
'disciplined' to prevent bloodshed.
10. Support moves for provision of every visitor's details by hotels, guesthouses,
personal guests, etc to local police.

WHAT THE CIVIL SOCIETY AT LARGE CAN DO
1. The real value of civil society will be in assisting policing norms by
encouraging public-police interaction and then monitoring police
performance. Schemes like 'neighbourhood watch' could be encouraged.
2. Civil Society must support laws that may well entail invasion of privacy in
order to make surveillance and monitoring effective.
3. Acknowledge positive steps or measures taken by law enforcement officials
and government where they occur.
4. Engage in outreach and take proactive steps to address root causes of
terrorism
5. Increase statistical and monitoring work and engage with government in an
open and facts-based dialogue about the effectiveness of counterterrorism
measures
6. Establish constructive relationship with the media and the entertainment
industry in order to provide reliable information, challenge negative or
unbalanced portrayals of parts of the community and initiate public debate
on issues of public security.
7. Encourage debate within the media profession on the image that they convey
of minority groups in connection with the fight against terrorism and the
responsibility to avoid perpetuating prejudices, stereotypes or
inaccurate/incomplete information
8. Amplify the voices of victims of terrorism
The corporate world and civil society together must keep up pressure on the
Government by organizing lectures, symposia, seminars, media discussions, and
similar events to publicly review actions put in place by the state and central
governments and seek answers if necessary. If there is positive information about
political leaders and government functionaries being in league with terrorist
sympathizers this should be made public; and to ensure credibility create a group
of well-intentioned legal luminaries to both publicize misdemeanors and provide
legal assistance to those who become subject to legal processes by revealing such
misdemeanors.
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CHAPTER 8
ROLE OF MEDIA AS A RESPONSIBLE
MEDIUM
In a democratic society, media is a powerful tool symbolising freedom and an
unavoidable reality posing unexpected challenge to decision makers. It becomes
an extreme complex, and often challenging, presence in a strife situation, when
many lives are at risk and every moment is critical.
The media is known to be a powerful force in confrontations between terrorists
and governments. Media influence on public opinion may impact not only the
actions of governments but also on those of groups engaged in terrorist acts.
From the terrorist perspective, media coverage is an important measure of the
success of a terrorist act or campaign.
In hostage-type incidents, where the media may provide the only independent
means of information for a terrorist, coverage can complicate rescue efforts.
Governments can take the help of media in an effort to arouse world opinion
against the country or group using terrorist tactics. Public diplomacy and the
media can also be used to mobilise public opinion in other countries to pressure
governments to take, or reject, action against terrorism.
Governments and the media see the function, roles and responsibilities of the
media when covering terrorist events from differing and often competing
perspectives. The challenge to both the government and press communities is to
understand the dynamics of terrorist enterprise and to develop policy options
designed to serve the interests of government, the media, and the society.
The media and the government have common interests in seeing that the media
are not manipulated into promoting the cause of terrorism or its methods. On
the other hand, neither the media nor policymakers want to see terrorism, or
counter – terrorism, eroding constitutional freedoms, including that of the press
– one of the pillars of democratic societies. This is a dilemma that cannot be
completely reconciled – one with which societies will continually have to
struggle. The challenge for policymakers is to explore mechanisms enhancing
media/government cooperation to accommodate the citizen and media need for
honest coverage, while limiting the gains uninhibited coverage may provide
terrorists or their cause.
Communication between the government and the media here is an important
element in any strategy to prevent terrorist causes and strategies from prevailing
and to preserve democracy.
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Margaret Thatcher's metaphor that publicity is the oxygen of terrorism
underlines the point that public perception is a major terrorist target and the
media are central in shaping and moving it. For terrorism, the role of the media
is critical.
A number of options, none without costs and risks exist for enhancing the
effectiveness of government media-oriented responses to terrorism and for
preventing the media from furthering terrorist goals as a by-product of vigorous
and free reporting. These include:
(1) Financing joint media/government training exercises;
(2) Establishing a government terrorism information response centre;
(3) Promoting use of media pools;
(4) Promoting voluntary press coverage guidelines; and

COMPETING PERSPECTIVES ON THE ROLE OF THE
MEDIA WHEN COVERING TERRORIST EVENTS
The competing perceptions on the part of governments and media drive
respective behaviours during terrorist incidents – often resulting in tactical and
strategic gains, or losses, to the terrorist operation and the overall terrorist
cause. The challenge to the governmental and press community is to understand
the dynamics of terrorist enterprise and to develop policy options to serve
government, media and societal interests.

What Government Leaders want from the Media
Governments seek understanding, cooperation, restraint, and loyalty from the
media in efforts to limit terrorist harm to society and in efforts to punish or
apprehend those responsible for terrorist acts, specifically:
 They want coverage to advance their agenda and not that of the terrorist.
From their perspective, the media should support government courses of
action when operations are underway and disseminate government provided
information when requested. This includes understanding of policy
objectives, or at least a balanced presentation, e.g., why governments may
seek to mediate, yet not give in to terrorist demands.
 An important goal is to separate the terrorist from the media – to deny the
terrorist a platform unless to do so is likely to contribute to his imminent
defeat.
 Another goal is to have the media present terrorists as criminals and avoid
glamorising them; to foster the viewpoint that kidnapping a prominent
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person, blowing up a building, or hijacking an airplane is a criminal act
regardless of the terrorists' cause.
 In hostage situations, governments often prefer to exclude the media and
others from the immediate area, but they want the news organisations to
provide information to authorities when reporters have access to the
hostage site.
 They seek publicity to help diffuse the tension of a situation, not contribute
to it. Keeping the public reasonably calm is an important policy objective.
 It is generally advantageous if the media, especially television, avoids
"weeping mother” emotional stories on relatives of victims, as such
coverage builds public pressure on governments to make concessions.
 During incidents, they wish to control terrorist access to outside data – to
restrict information on hostages that may result in their selection for harm;
government strongly desires the media not to reveal planned or current
anti-terrorist actions or provide the terrorists with data that helps them.
 After incidents, they want the media not to reveal government secrets or
detail techniques on how successful operations were performed - and not
to publicize successful or thwarted terrorist technological achievements and
operational methods so that copycat terrorists do not emulate or adapt
them.
 They want the media to be careful about disinformation from terrorist allies,
sympathisers, or others who gain from its broadcast and publication. Many
groups have many motives for disseminating inaccurate or false data,
including, for example, speculation as to how a plane may have been blown
up, or who may be responsible.
 They want the media to boost the image of government agencies. Agencies
may carefully control leaks to the press giving scoops to newsmen who depict
the agency favorably and avoid criticism of its actions.
 They would like journalists to inform them when presented with wellgrounded reasons to believe a terrorist act may be in the making or that
particular individuals may be involved in terrorist activity.
 In extreme cases, where circumstances permit, vital national security
interests may be at stake, and chances of success high, they may seek
cooperation of the media in disseminating a ruse that would contribute to
neutralising the immediate threat posed by terrorists. In common criminal
investigations involving heinous crimes, such media cooperation is not
uncommon – when media members may hold back on publication of
evidence found at a crime scene or assist law enforcement officials by
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publishing misleading information or a non-promising lead to assist
authorities in apprehending a suspect by, for example, lulling him or her into
a false sense of security.

What the Media wants when covering terrorist Incidents or
Issues
Journalists generally want the freedom to cover an issue without external
restraint–whether it come from media owners, advertisers, editors, or from the
government.
 Media wants to be the first with the story. The scoop is golden, "old news is
no news." Pressure to transmit real time news instantly in today's
competitive hi-tech communication environment is at an all-time high.
 The media wants to make the story as timely and dramatic as possible,
often with interviews, if possible.
 Most media members want to be professional and accurate and not to give
credence to disinformation, however newsworthy it may seem. This may not
be easily done at times, especially when systematic efforts to mislead them
are undertaken by interested parties.
 They want to protect their ability to operate as securely and freely as
possible in the society. In many instances, this concern goes beyond
protecting their legal right to publish relatively unrestrained; it includes
personal physical security. They want protection from threat, harassment, or
violent assault during operations.
 They want to protect society's right to know, and construe this liberally to
include popular and dramatic coverage, e.g., airing emotional reactions of
victims, family members, witnesses, and "people on the street," as well as
information withheld by law enforcement, security, and other organs of
government.
 Media members often have no objection to playing a constructive role in
solving specific terrorist situations if this can be done without excessive cost
in terms of story loss or compromise of values.

OPTIONS FOR CONSIDERATION
A number of options might be considered to improve government/media
interaction when responding to or covering terrorist incidents. These include:
(1) Financing joint media/government training exercises;
(2) Establishing a government terrorism information response center;
(3) Promoting use of media pools for hostage-centred terrorist events;
(4) Establishing and promoting voluntary press coverage guidelines; and
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A Positive Move
Given the fact that there is very little regulation by independent authority
over media, the concerns regarding media, especially the TV news
channels, has been worrying the channel honchos themselves. In 2008, the
private television news and current affairs broadcasters came together to
form the News Broadcasters Association (NBA).
The NBA has presently 14 leading news and current affairs broadcasters
(comprising 31 news and current affairs channels) as its members. The NBA
presents a unified and credible voice before the Government, on matters
that affect the industry.
The NBA has also announced measures for self-regulation, and it has also
set up the “News Broadcasting Standards (Disputes Redressal) Authority”
to enforce NBA's Code of Ethics & Broadcasting Standards, which became
operational from October 2, 2008. The nine-member authority is chaired
by Justice (Retd) JS Verma, former chief justice of India and former
chairperson of the National Human Rights Commission.
Among other things, their code says:


Television news has greater reach, and more immediate impact than
other forms of media, and this makes it all the more necessary that
channels exercise restraint to ensure that any report or visuals
broadcast do not induce, glorify, incite, or positively depict violence
and its perpetrators, regardless of ideology or context. Specific care
must be taken not to broadcast visuals that can be prejudicial or
inflammatory. Equally, in the reporting of violence (whether collective
or individual) the act of violence must not be glamorized, because it
may have a misleading or desensitizing impact on viewers. News
channels will ensure that such reconstructions will not cross
boundaries of good taste and sensibility. This includes taking adequate
precaution while showing any visual instance of pain, fear or suffering,
and visuals or details of methods of suicide and self harm of any kind
and will not cross boundaries of good taste and decency.



News channels will also refrain from allowing broadcasts that
encourage secessionist groups and interests, or reveal information that
endangers lives and national security. However, it is in the public
interest to broadcast instances of breach of national security and
loopholes in national security and reporting these cannot be confused
with endangering national security.
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1. Financing Joint Government / Media Training Exercises
Effective public relations usually precede a story – rather than reacts to it. The
Government can beneficially employ broad public affairs strategies to combat
terrorist-driven initiatives, and the media can play an important role within the
framework of such a strategy. Training exercises are vital: exercises such as those
conducted by George Washington University and the Technology Institute in
Holon, Israel, which bring together government officials and media
representatives to simulate government response and media coverage of mock
terrorist incidents. Promoting and funding of similar programs on a broad scale
internationally is an option for consideration.
2. Establishing a Government Terrorism Information Response Centre
One option that the Government might consider would be establishment of a
standing government terrorism information response center (TIRC). Such a
centre, by agreement with the media, could have on call (through
communication links) a rapid reaction terrorism reporting pool composed of
senior network, wire service, and print media representatives. Network coverage
of incidents would then be coordinated by the network representative in the
center. Such a center could be headed by a government spokesperson (the
Terrorism Information Coordinator, TIC) who could seek to promptly seize the
information and contexting initiative from the particular terrorist group.
Too often, when terrorism incidents occur, there is a vacuum of news other than
the incident itself, and by the time the government agencies agree on and fine
tune what can be said and what positions are to be taken, the government
information initiative is lost.
3. Promoting Use of Media Pools
Another option that has been mentioned specifically for coverage of hostage
type events would be use of a media pool where all agree on the news for
release at the same time. A model would need to be established. However,
media agreement would not be easily secured.
4. Promoting Voluntary Press Coverage Guidelines
Another option would be establishment by the media of a loose code of
voluntary behaviour or guidelines that editors and reporters could access for
guidance. A special national media summit could be organised for senior
network and print media executives to develop voluntary guidelines on terrorism
reporting. Another option might be to conduct such a national meeting under
the auspices of a new government agency.
Areas for discussion might be drawn from the practices of some important media
members and include guidelines on:
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 Limiting information on hostages which could harm them: e.g., number,
nationality, official positions, how wealthy they may be, or important
relatives they have;
 Limiting information on military, or police, movements during rescue
operations;
 Limiting or agreeing not to air live unedited interviews with terrorists;
 Checking sources of information carefully when the pressure is high to report
information that may not be accurate–as well as limiting unfounded
speculation;
 Toning down information that may cause widespread panic or amplify events
which aid the terrorist by stirring emotions sufficiently to exert irrational
pressure on decision-makers.
Even if specific guidelines were not adopted, such a summit would increase
understanding in the public policy and press policy communities of the needs of
their respective institutions.

MEDIA COVERAGE OF ACTS OF TERRORISM –
SUGGESTED GUIDELINES
During the past 40 years, there have been many instances in which media
coverage of terrorist events was problematic and irresponsible, evoking public
criticism and antagonising the authorities, and indicating the need to develop a
set of guidelines for responsible media coverage of terror.
There is a delicate relationship between terrorists and the media. Free speech
and free media - the basic instruments / values of every democracy - provide
terrorists the publicity they need to inform the public about their operations and
goals. Indeed, democracy is the best arena for those who wish to reach their ends
by violent means.
The media have been accused of being the terrorist's best friend. Walter Laqueur
explains that if terrorism is propaganda by deed, the success of a terrorist
campaign depends decisively on the amount of publicity it receives. The
terrorist's act by itself is nothing; publicity is all. Dowling (1986) goes as far as
arguing that terrorists owe their existence to the media in liberal societies.
The media are helping terrorists orchestrate a horrifying drama in which the
terrorists and their victims are the main actors, creating a spectacle of tension
and agony.
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Live Coverage
For the prime reason of not endangering lives, the media should refrain from live
coverage of terrorist events. This is especially true when attempts are carried out
to free hostages. Live media coverage showing special security forces preparing
to enter the building where hostages are held might risk the entire operation and
put the hostages in jeopardy. The terrorists might be attentive to media coverage
and hear and even see the rescue operation while in progress. Their reaction
might be deadly.
Furthermore, hostages might hear about the plans, become alarmed and
confused, and subsequently act in a way that would jeopardise the operation.
What is being suggested here is not a complete shutting out of the media, but
instead delayed coverage so as not to risk human lives.

Suggested Guidelines
Counterterrorism operations are also wars to win hearts and minds of the
people. Modern tools of interactive media have made news coverage an
important mode of reaching the public and influencing their opinion. At the
same time, news channels are in a highly competitive business to gain
viewership. Though majority of the media is supportive of the State effort,
competition among them often results in spread of half-baked and sensational
information. There are also inherent risks of compromise of security of
operations through investigative and sting operational stories put out by media.
There is a need for the Security and Legislative Enforcement Agency (SLEA) to
balance security requirements with the information needs of the public and
media. Empowerment of commanders to directly communicate with the media
can also be counterproductive as many SLEA commanders lack adequate formal
training on public communication.
There is an urgent need to develop a set of guidelines for the media when
covering terrorism. This suggestion should not be conceived as a step toward
licensing. Rather it is a step to prevent licensing and to increase ethical and
professional conduct by reporters and editors. The guidelines should include the
following:
 The media, especially electronic media should refrain from sensationalizing
terror attacks in their clamour to increase their TRPs.
 The media should refrain from sensational and panicky headlines, from
inflammatory catchwords, and from needless repletion of photos from
ghastly scenes.
 Media should contribute to educating the public and if the need be, put
pressure on the government of the day to pursue measures that are credible.
 The media should not jeopardize human life. The media need to be
accountable for the consequences of their coverage.
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 The media are advised to co-operate with the government when human lives
are at stake in order to bring a peaceful end to the terrorist episode. This is
not to suggest that the police or other security organisations should have a
veto power over reporting. What is being suggested is co-operation and
mutual respect and understanding between the Government agencies and
the media.
 The media should not glorify acts of terror. Glorifying terrorists or hailing
their training programmes, or displaying weaponry of such groups should be
made punishable. Terrorism should be explicitly condemned for its brutality
and violent, indiscriminate nature.
 The media are advised not to take upon themselves to mediate between the
terrorists and the Government. Special qualifications are required before one
assumes such a responsibility upon oneself. Journalists are there to cover the
event, not to become part of it.
 The media are expected to refrain from making dangerous speculations
about the terrorists' plans, Government response, hostages' messages, and
other matters. Speculations might hinder crisis management.
 The media should not broadcast live terrorist incidents that include hostage
taking. This is in order to avoid jeopardizing human life and impeding the
Government's attempts to rescue the hijacked. This is not to say that the
media should not cover such incidents. Rather, there should be a delay of a
few minutes during which an experienced editor inspects the coverage and
authorizes what should be on air and what should not.
 The media are advised not to interview terrorists while the terrorist incident
is still in motion. Lines of communications between the authorities and the
terrorists should be left open.
 The media are required to show sensitivity to the victims and to their loved
ones. This critical guideline should be observed during terrorist incidents and,
no less importantly, also after their conclusion.
 The media are expected not to report details that might harm victims'
families.
 The area in which the terrorist incident takes place should not be open for
anybody who testifies that he or she is a journalist. Only senior and
experienced reporters should be allowed in. Junior and inexperienced
reporters should undergo a learning process during which they fathom the
complexities involved. Adequate training is a necessary precondition.
 It would be useful for the Hon'ble Prime minister to convene a meeting of the
media barons, both print and electronic, seek their cooperation and give
them a veiled hint of possible implications of non-cooperation on National
Security issues.
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TERRORISM SPECIFIC GUIDELINES ADOPTED IN
SOME COUNTRIES
How much should be broadcast, whether broadcast of terrorist actions amounts
to glorifying terrorism and violence and whether it incites people, creates new
recruits and gives publicity to terrorists who seek to grab world attention are
topics of debate in India post 26/11. While India is yet to frame its set of
guidelines on coverage of terrorist acts, there is increasing questioning of the
media's conduct in the face of such attacks and more so after the live telecast of
the 60-hour-long Mumbai attacks. This report puts together the terrorism
specific guidelines fast being adopted across the world.

United Kingdom
The British Broadcasting Corporation (BBC) has an exemplary set of reportage
guidelines for 'War, Terror and Emergencies'. Calling for reportage to be quick,
accurate and responsible, BBC guidelines call for proper terror lexicon, avoidance
of the term 'terrorist' and use of words which specifically describe the
perpetrator such as “bomber”, “attacker”, “gunman”, “kidnapper”, “insurgent,
and “militant” instead. Since the attacks on the London Underground in July
2005, reporters are exhorted not to play with the emotions of the audiences by
reporting on events in a sensational manner. Guidelines say that “if we receive a
bomb warning or other credible and specific threat, whether by phone, fax,
email or text message, or even posted to a message board or received by tape,
the first priority is to pass it on to the appropriate authorities. We must not
reveal the current code words normally used by groups giving bomb warnings.
We should not reveal security details or other sensitive information not widely in
the public domain which might assist an attack” – priority areas that the Indian
media seems to have glossed over completely.
All UK broadcast services are under a duty not to broadcast anything that could
incite or encourage crime. The 2003 Communications Act (section 319.2(b))
places the regulator, Ofcom, under a legal duty to ensure that “material likely to
encourage or incite the commission of crime or to lead to disorder is not
included in television or radio services”.

United States of America
In a similar, but not as detailed fashion, US public broadcaster PBS (Public
Broadcasting Service) defined a set of Editorial Standards and Policies in the
1970s. This was completely revised in June 2005 in the post 9/11 scenario to
further increase transparency. Under the heading of 'Unacceptable Production
Practices', reporters and their camera crews are admonished to refrain from
covering terrorist activities or similar states of emergency as soon as it becomes
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evident that their presence influences the outcome of the events themselves.
The USA PATRIOT (United and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism) Act instituted after 9/11
gives overriding powers to the Government and its broad terms of this power
mean that it can be used against practically anyone criticising the US
administration's approach to combating terror

Russia
The heads of several leading Russian media companies signed a convention
recently that sets strict rules on coverage of terrorist acts and anti- terrorist
operations, promising to police themselves, following criticism from the state
after the hostage-taking raid by Chechen rebels at a Moscow theatre last fall. The
convention emphasises that during terrorist acts or anti-terrorist operation,
rescue efforts and “the human right to live take priority over all other rights and
freedoms”.
The media executives who signed the agreement pledged to obtain official
authorisation before interviewing “terrorists” on air live, ban journalists from
acting as independent mediators during a crisis situation, be mindful of the
“tone” of their coverage, and comply with a series of other restrictions. The
Kremlin had scrambled to restrict media coverage of the October 2002 Nord-Ost
hostage crisis in Moscow, during which 50 Chechen rebels and 120 hostages were
killed. It began to draft the convention soon after the crisis as way to formalise
restrictions on media coverage in future crises.

Sri Lanka
The Mahinda Rajapaksa government in Sri Lanka – a nation that has faced the
scourge of terrorism for years – on October 10 last year notified a new set of
norms to regulate all aspects of private television broadcasting, including
classification of stations and services, issue, revocation, and duration of licences,
fee structure, territorial coverage, ownership, duties and responsibilities of
private television broadcasters, content of broadcasts, and extended powers of
the ministry.

Australia
The Australian Government has set up guidelines related to the Broadcasting
Services (Anti terrorism requirements for Subscription Television Narrowcasting
Service) Standard 2006 and the Broadcasting Services anti-terrorism
requirements for open narrowcasting television services) standards 2006 under
the Australian Communications and Media Authority (ACMA) Act 2005. The
Authority's purpose is to prevent broadcast of programmes that directly recruit
people or encourage people to join terrorist organisations or solicit funds for a
terrorist organisation. The standards are meant to send a strong message to
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broadcasters that they are accountable for the content of their programmes and
contraventions may invite civil penalty and prosecution. While broadcasters are
advised to vet programmes before airing them to minimise any breach of
standards, ACMA can issue notices to broadcasters, demand undertakings from
them to ensure no breach occurs again and also take the issue to the federal
court.

Arab Nations
In February 2008, the Arab Charter for Satellite Television Broadcasting Charter
was accepted by all Arab nations. The Charter seeks to develop the quality of
Arab satellite programming by prohibiting yellow journalism, opinion pieces
disguised as news, violations of intellectual property rights, programs that
promote terrorism, violence, hatred, or superstition, and other substandard
practices. By basing the Charter on the best practices of television broadcasting
regulation in the West and adapting these regulations for Arab society, it is hoped
that this Charter will provide a foundation for developing a vibrant, diverse
satellite television environment that broadcasts programmes meeting world class
standards of journalism, entertainment, and public affairs. This charter was
adopted after an extensive public debate by all Arab countries except Qatar.
Qatar has not rejected the charter and has requested additional time to review
the document

Canada
Canada's Article Ten of the Radio and television News Directors Association
(RTNDA) of Canada's Code of Ethics says reporting of criminal activities, such as
hostage takings, will be done in a fashion that does not knowingly endanger lives,
hamper attempts by authorities to conclude the events, offer comfort and
support or provide information to the perpetrator(s). RTNDA members will not
contact either the victim(s) or the perpetrator of a criminal activity during the
course of the event, with the purpose of conducting an interview for broadcast.
Canada's national public broadcaster, the Canadian Broadcasting Corporation
(CBC)'s Journalistic Standards and Practices say, “CBC journalists must ensure that
any action they take will not further endanger the lives of hostages or interfere
with efforts to secure the hostages release. They must guard against being used
or manipulated by the terrorists/hostage takers”.
{Source: Select Excerpts from Article on “Media Coverage of Acts of Terrorism:
Troubling Episodes and Suggested Guidelines” by Raphael Cohen-Almagor in
the Canadian Journal of Communication, Vol 30, No 3 (2005) - http://www.cjc
online.ca/index.php/journal/article/ viewArticle/1579/1734}
{Source: Summary of Report on “Terrorism, the Media and the Government:
Perspectives, Trends and Options for Policymakers” by Raphael F. Perl http://www.globalsecurity.org/intell/ library/reports/crs/crs-terror.htm}
{Source: "Terror Coverage : How much is too much" Indian Express,
December 04, 2008}
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ANNEXURE
PROCEEDINGS OF THE FICCI CONFERENCE ON TERRORISM AND
NATIONAL SECURITY ON 12 DECEMBER, 2008 - NOTES BY SHRI
RAJEEV CHANDRASEKHAR, MP
Program is attached. This program was planned and executed in about one
week's time, with little promotion and advertisement. Regardless, the venue was
packed and attendees of all hues were present – Corporates, Individuals, Retired
Law enforcement, Media, NGOs etc.etc.
The discussions were in two sessions and involved a number of questions and
answers at the end of each session. It also included a key note address by Mr.
Brajesh Mishra, the former National Security Advisor.
This is an account of the Conference from my scribbled notes. The summary is as
follows. The detailed points are also given.

Summary
1. There will be further attacks. This is not a short term threat. This is a medium
term and potentially long term war.
2. We need a comprehensive National Counter terrorism Policy and an
accompanying culture to be brought in.
3. Don't allow governments to distract the civil society with discussions on
origins of terror, geo politics etc.
4. No success in War of terror, unless the people of India as a whole want to
fight terror and are prepared to back the government's efforts on terror. War
against terror can't be won just by Security agencies and parts of the
governments. People have to want to fight and win. Politicians and
Governments must work to create this support in the people.
5. There is a need for a complete transformation of our security agencies to deal
with this threat. Restructuring will not enough.
6. No wins without Sacrifices (Lifestyle curbs, Civil Liberties curbs, Media
restrictions and code of conduct). National interest is most critical and must
be paramount and should prevail over any other interests even if they are
constitutional and democratically valid.

Detailed points made by the Panelists
1. The threat of terror is not a sudden one. It has been growing slowly and
steadily and there has been considerable infiltration into India and this is a
threat not just for today but a medium term threat for the next several years.
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2. Preventing further attacks is the most important task to be focused on. There
will be more attacks and surprises.
3. Police reform, de-politicization and professionalization is vital
4. The beat cop/community cop is a critical link in our overall intelligence
gathering architecture and is the most ignored cog in this chain – this needs
addressing. There is a lot more training to be given about 'situational
awareness' to this level of Police force. The investigation departments of local
Police is most avoided by capable Police officers because it's the most
politicized. This is the department that is critical in war against terror.
5. Intelligence 'ownership of action' is missing currently and needs to be
plugged. A culture of Information Integration and Joint action between
various Agencies has to be created between our various agencies and
departments.
6. Coastal security is key. Multiplicity of agencies need complete rationalization.
Terrorists are using traditional Smuggling channels and organizations. So
political – smuggling nexus should not be allowed to compromise coastal
security strategy.
7. Federal Agency should not just be a Federal investigative agency (this implies
investigation after a terror attack). It should be a Federal Counter terrorism
agency.
8. Special forces capabilities at local level to be created. Conventional Police is
only designed for Law and order and not for this kind of military threat. The
Andhra Pradesh Greyhound model is best to be followed. Creating NSG hubs
will take time and will NOT happen overnight.
9. NSG is a specialist intervention force. Its role dilution by assigning it VIP
security must be stopped. Other forms of personal security police to relieve
NSG from this.
10. An enquiry must take place into what went wrong in 26/11 and no cover-up
should be allowed by agencies.
11. Currently India is in constant defence mode with Pakistan. There is no
downside for Pakistan or terrorists from all this. India must work to creating a
'downside' for Pakistan or other sources of terror.
12. New legal framework definitely required. If new law not possible,
Amendments to the National Security Act can achieve the same results.
Parliament should enact them in line with recommendations by the
Administrative Reforms Commission.
13. Provisions in law to protect Police against vexatious litigation required.
14. Private sector and Security agencies must work in a proper framework to
ensure the best technologies are available to the Government Intelligence
agencies
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Points in Mr. Brajesh Mishra's Keynote address
1. The war on terror must be a National response.
2. Just as Mahatma Gandhi made the cry for freedom mass based, similarly our
leadership must make the cry for victory against terror a mass based
movement.
3. For this the political leaderships must unite, at least of Cong and BJP,
otherwise our electoral politics will come in the way of our National interest
of beating terror. We must NOT allow electoral politics to defeat us.
4. We need a Federal Counter-Terrorism Agency and if constitutional
amendments are required for it, that should be done. None of the political
excuses that it infringes on the states' rights to law and order should be
allowed to compromise the new law for Federal Counter Terrorism Agency.
5. Reform of Police system is urgently required and is vital. Intelligence
agencies should get out of the business of Political intelligence. Currently
most of the time spent by IB is on Political intelligence.
6. Police professionalization a must. Political interference in Recruitment,
Promotions and Postings must be stopped.
7. Police must create a trust in the people about the Police. Police must include
Ethics training for its people like Armed forces do. People must not fear
approaching Police with information about terror(ists) etc.
8. India can prevail over terror if we have the WILL to FIGHT, MACHINERY to
FIGHT and the MASS SUPPORT for this FIGHT.
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Conference on Terrorism and National
Security
12 December 2008 (Friday)
Venue: FICCI, Federation House, Tansen Marg, New Delhi-01

PROGRAMME
11.00 – 11.05 am

Opening Address by Mr Rajeev Chandrasekhar, MP

11.05 am – 11.40 pm

PANEL-1 : Terrorism and National Security: What is the Way
Forward for Our Intelligence and Security Agencies?
Distinguished Panelists
· Mr Ved Prakash Marwah
Former Commissioner of Police, Delhi and
former
Director General, National Security
Guards
· Mr B Raman
Former Additional Secretary, Cabinet
Secretariat and currently Director, Institute for
Studies, Chennai

Topical

· Mr Ajit Kumar Doval
Former Director, Intelligence Bureau
11.40 am – 12.00 Noon

Key-Note Address by
Mr Brajesh Mishra
Former National Security Advisor

12.00 Noon – 12.20 pm

Discussions and Q & A

12.20 – 1.45 pm

PANEL-2 : Terrorism and National Security: Impact on the
Economy and a National Strategy to Combat Terror
Session Moderator: Ms. Jyoti Malhotra, Diplomatic Editor,
The Mint
Distinguished Panelists
· Shri M Veerappa Moily
Chairman, Second Administrative Reforms
Commission
· Shri Arun Shourie
Hon'ble Member of Parliament
Distinguished Respondent
· Shri Suhel Seth
CEO, Equus Redcell
·

1.45 pm – 1.50 pm

Discussions and Q & A

Concluding Observations
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ABOUT FICCI
Established in 1927, FICCI is the largest and oldest apex business organisation in India. Its
history is closely interwoven with India's struggle for independence and its subsequent
emergence as one of the most rapidly growing economies globally. FICCI plays a leading role
in policy debates that are at the forefront of social, economic and political change. Through its
400 professionals, FICCI is active in 38 sectors of the economy. FICCI's stand on policy issues is
sought out by think tanks, governments and academia. Its publications are widely read for
their in-depth research and policy prescriptions. FICCI has joint business councils with 79
countries around the world.
A non-government, not-for-profit organisation, FICCI has direct membership from the private
as well as public sectors, including SMEs and MNCs. As an apex chamber, over 350 chambers
of commerce and industry are our members; thus FICCI is the voice of India's business and
industry.
FICCI works closely with the government on policy issues, enhancing efficiency,
competitiveness and expanding business opportunities for industry through a range of
specialised services and global linkages. It also provides a platform for sector specific
consensus building and networking. Partnerships with over 350 chambers from across the
country carry forward our initiatives in inclusive development, which encompass health,
education, livelihood, governance, skill development, etc.
With 8 offices in India, overseas offices in the UK, USA, Singapore, etc. and institutional
partnerships with 211 counterpart organisations, FICCI serves as the first port of call for Indian
industry and the international business community.
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