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Citing  Mumbai,  Obama creates  top  job  for  cyber
security

 By Arun Kumar Published : June 2009 

 

Washington D.C. Citing the use of GPS and internet phones in the Mumbai terror attack as “the
future face of war”, President Barack Obama has created a cyber security czar to secure America’s
digital infrastructure.
“Our  technological  advantage  is  a  key  to  America’s  military  dominance.  But  our  defence  and  military
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networks are under constant attack,” he said, announcing Friday the post of a cyber security coordinator to
oversee “a new comprehensive approach to securing America’s digital infrastructure”.

“Al Qaeda and other terrorist groups have spoken of their desire to unleash a cyber attack on our country,
attacks that are harder to detect and harder to defend against.” The country is not adequately prepared to
defend against a possible “weapon of mass disruption”.

“Indeed, in today’s world, acts of terror could come not only from a few extremists in suicide vests but from a
few key strokes on the computer - a weapon of mass disruption.

“And last year we had a glimpse of the future face of war,” Obama said. “The terrorists that sowed so much
death and destruction in Mumbai relied not only on guns and grenades but also on GPS and phones using
voice-over-the-Internet.”

Describing cyber threat as “one of the most serious economic and national security challenges we face as a
nation”, Obama said he will personally select the person who takes on the new post.

“I’ll depend on this official in all matters relating to cyber security, and this official will have my full support
and regular access to me as we confront these challenges,” he said. “From now on ... the networks and
computers we depend on every day will be treated as they should be: as a strategic national asset,” Obama
said. “Protecting this infrastructure will be a national security priority.”

The economic crisis cannot be tackled without ensuring the safety of the nation’s online activities, Obama
said. “America’s economic prosperity in the 21st century will depend on cyber security.”

Obama’s announcement followed a 60-day review of the government’s cyber security efforts, conducted by
the National Security Council and Homeland Security Council.

The military has said it was working to create a Cyber Command under a four-star general. In April, Defence
Secretary Robert Gates said the command would initially be under the US Strategic Command.

The president is expected, within weeks, to sign a classified order officially creating the command.

R K Rao adds: The new outfit will eventually help the armed forces and the homeland security operatives to
conduct both offensive and defensive computer warfare.

The military command will complement a civilian endeavor to overhaul the way US safeguards its computer
networks. US President Barack Obama on his part has announced the formation of a White House office
responsible  for  conducting  the  private  sector  and  government  defence  against  countless  cyber  attacks
mounted against US.

In particular, this civilian set up will report to both the National Security Council and the National Economic
Council that will coordinate a multibillion dollar effort to restrict access to government computers and protect
networks that operate the stock exchanges, handle global banking transactions and manage air traffic.

The new American military command for cyberspace would concentrate on organizing various components
and capabilities that are distributed across the four wings of the services. As a Pentagon spokesman pointed
out:  “We  are  not  comfortable  discussing  the  question  of  offensive  cyber  operations,  but  we  consider
cyberspace as a war fighting domain. We need to be able to operate within that domain just like on any
battlefield, which includes protecting our freedom of movement and preserving our capability to perform in
that environment.”

Indeed both the US political establishment and defence set up are well aware of the ground realities that the
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US$100-billion plus cyber crime market  has emerged as a major  headache for  the defence forces and
security agencies in various parts of the world.

For there have been instances of  theft  of  critical  data stored in ostensibly high security systems of  the
defence establishments. In fact, the smart breed of cyber criminals are finding it easy to disrupt the data flow
and communications links of the defence forces scattered across a widely dispersed geographical stretch.

In  fact,  cyber  criminals  from  China  particularly  have  been  hacking  private  and  government  email  ids,
websites and computers regularly, apparently to keep track of information wherever required and also to
conduct exercises so as to be ready to infect the systems with viruses if and ever needed.

Moreover, since all  the wings of the services are now making extensive use of the cyberspace for their
coordinated warfare strategy, cyber criminals and terrorist groups are devising novel techniques to break
open the security  walls  put  around the data storage systems and communications links of  the defence
forces.

According to Air Marshal A R Ghandhi (Retd) of the Indian Air Force (IAF), “While trying to identify the place
of  cyberspace in  warfare  today,  one is  at  a  loss  to  exclude any military  activity.  The use of  electronic
spectrum, computers and information is so widespread in all  spheres of military activity that it  assumes
overwhelming priority for a soft kill by adversaries since it could destroy, divert and disseminate command
and control structures.”

Terrorist  groups including the one that mounted 26/11 Mumbai attack and others that engineered bomb
explosions in various parts of the country made extensive use of the cyberspace for giving a practical shape
to their heinous plans. According to the Boston-based Core Security Technologies, cyber criminals could
gain remote access of a “country’s water treatment plants, natural gas pipelines and other critical utilities”
through imaginatively conceived and well executed plans.

A cyber attack mounted on Estonia in March 2007, for instance, went to disrupt for a brief while banks,
media and many other public service utilities.

And in recent years, there has been a growing global concern over India’s emergence as a major target of
cyber crime operations. There have been reports of hacking of several Indian government websites, and this
magazine’s  own website,  www.indiastrategic.in,  operating  from a  US-based server,  has  been hacked a
couple of times.

As it  is,  cyber espionage is a practice of  tapping into secrets and confidential  matters without the prior
permission of the holder of this information through the use of malicious hacking techniques and malicious
software. Thanks to the painstaking detective work, in March 2009, it was revealed that a cyber spy network
based in mainland China had tapped into classified documents from government and private organizations in
more than one hundred countries.

In  particular,  the  Chinese  cyber  spy  system  managed  to  hack  the  computer  network  of  the  Tibetan
Government in Exile at Dharmasala, India, also.

In 2008, N Villeneuve, an International Relations researcher based in Canada stumbled upon a Chinese
version of the malicious Skype software. He found that this “mischievous program” was being pressed into
service  for  eavesdropping  by  a  Chinese  wireless  carrier.  Subsequently,  Villeneuve  and  his  research
associates were able to zero in on a spy system dubbed Ghostnet which was widely perceived to be the
mainstay of a Chinese Government sponsored spying network to steal information from computers owned by
South Asian governments.
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Significantly, the so called Ghostnet came into prominence after Greg Walton, the editor of Infowar Monitor
and a member of the research team, was roped in to audit the computer network of the Tibetan Government
in Exile in headed by the Dalai Lama. As it  is, for long the Dalai Lama’s office in was worried over the
possibility of hacking into into its computers.

It  was the  use of  an  innovative  software  program named Wireshook that  ultimately  enabled Walton  to
monitor an encrypted internet chat session. Indeed, it did not take long for Walton to find out that Chinese
hackers  had  copied  and  stolen  files  from  the  computer  network  of  the  Dalai  Lama  and  his  Tibetan
Government in Exile.

Further probing revealed that Chinese cyber hackers had used a software program known as GhOst RAT to
take control of a distant computer via internet. This malicious software facilitated the copying of files in all
conceivable formats. After returning to Canada, Walton in association with Villeneuve, ran a new program
that resulted in the zeroing in of the exact location of the Chinese hacking operations. They found that the
Chinese cyber surveillance system had its base in the Hainan island.

Chinese net spies are also using Hong Kong for cyber attacks.

Meanwhile, a team of researchers from the Louisiana State University are working on developing a smart
cyber-centric surveillance system capable of providing real time detection and identification of both unusual
and rare pattern of activities. But then cyber hackers have in their armory “ultra smart innovations” to outwit
the breakthroughs designed to pin them down.

How to stay ahead of the cyber criminals, is not only a worry for the but all the countries in the world.
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